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Abstract

In today’s rapidly evolving cyber threat landscape, cyber threat intelligence (CTI) has become a vital
component of the organization’s cybersecurity ecosystem. While a body of research has explored various
technical aspects of CTI, such as data processing and CTI sharing, the adoption® of CTI within
organizations remains underresearched. This paper presents a systematic literature review (SLR) aimed
at identifying the key factors influencing CTI adoption in organizations. A total of 17 factors were
identified and categorized into the people, process, and technology (PPT) framework, comprising three
people-related factors, nine process-related factors, and five technology-related factors. The findings
highlight the critical role of business maturity, process integration, competence development, and
technical capabilities in facilitating successful CTT adoption within organizations.

1. Background

Threat intelligence is the evidence-based knowledge that provides context, mechanisms, indicators,
implications, and actionable advice about existing or emerging threats to assets, helping inform
decisions on how to respond (McMillan, 2023). In an organization, conducting threat intelligence
means transforming collected data and information regarding cyber threat actors, including their
intentions and capabilities, into a product that can be used in decision-making processes (Ainslie et al.,
2023). This acquisition of intelligence is performed via four main steps: collect, process, analyze, and
disseminate (Lundgren & Padyab, 2023).

Literature review is a crucial first step in understanding the adoption of CTI in organizations because it
synthesizes existing knowledge, identifies key factors influencing adoption, and highlights gaps in
research. Without this foundational understanding, primary data collection could be limited by biases,
such as organizations reporting only their specific use cases or overlooking broader trends. Additionally,
academic literature provides insights from multiple studies, methodologies, and contexts, reducing the
risk of over-reliance on anecdotal evidence. A well-conducted review enables the formulation of more
precise research questions and hypotheses, which can later be tested through direct data collection in
organizations.

Although organizations recently have increasingly relied on cyber threat intelligence (CTI) as a tool to
enhance their cybersecurity posture against rising cyber threats (Samtani et al., 2020; Wagner et al.,
2019), it is shown that the rate of CTI adoption in organizations is still low and mainly dominated within
information technology (IT) operations. Besides, CTT literature within organizations is predominantly
focused on technological aspects, which indicates a knowledge gap since CTI process is not just about
technology (Ainslie et al., 2023). The number of other CT1I literature reviews focusing on organizational
adoption is limited. Furthermore, existing CTI reviews mainly emphasize areas other than CTI
adoption, such as decision-making processes (Ainslie et al., 2023), technical CTI sharing mechanisms
(Wagner et al., 2019), management (Lundgren & Padyab, 2023), and various technical aspects (Tounsi
& Rais, 2018). Other CTI reviews, however, focused on inherent CTI process challenges and
opportunities regardless of their adoption and implementation in organizational contexts (Abu et al.,

t In this paper, adoption is conceptualized as the decision-making process through which an
organization commits to and utilizes an innovation, while practice and implementation refer to the
process of applying or integrating that innovation within a specific organizational context (Allen et al.,
2017).
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2018; Jesus et al., 2024). Aside from literature reviews, there are also few studies on organizational
adoption of CTI, such as an action research on CTI adoption in commercial organizations (Kotsias et
al., 2023) and value of CTI function (Berndt & Ophoff, 2020).

There are also other studies in limited scopes and not the entire CTI process. For instance, Gong
investigated the obstacles to adopting two main interoperability standards for CTI sharing: Structured
Threat Information eXpression (STIX) and Trusted Automated eXchange of Indicator Information
(TAXII) (N. Gong, 2019). While numerous studies have explored various barriers and opportunities
associated with CTI, research specifically focusing on its adoption within organizations remains limited.
Even among the few studies available, the number of comprehensive investigations into CTI adoption
across diverse types of organizations is limited. For instance, Ainslie et al. studied CTI for security
decision-making in organizations and categorized their findings into three disciple-specific angles:
technology, information sharing, and organization practice (Ainslie et al., 2023). A significant gap
raised by Ainslie et al. is the need for more research on organizational practice perspectives as the
current literature is dominated by technical perspectives. In the same direction, a notable example is
the study by Kotsias et al., which analyzed CTI adoption as a service within a single commercial
organization (Greenback) using the People, Process, and Technology (PPT) framework (Kotsias et al.,
2023).

The research questions are derived from the need to systematically identify and categorize the key
factors influencing CTI adoption. Given the complexity of CTT adoption in organizations, we adopt the
PPT framework as a guiding structure. This well-established framework ensures a comprehensive
investigation by addressing the human, procedural, and technological dimensions separately. Each
research question is formulated to explore one of these three categories in depth, allowing us to identify
barriers, opportunities, and influencing factors specific to each domain. While this section introduces
these questions, the remainder of the paper implicitly addresses them through the structured literature
review and analysis.

RQ1: What are the business and process factors that impact CTT adoption in an organization?
RQ2: What are the technical limitations, challenges, and opportunities for CTT adoption?
RQ3: What human factors have an impact on CTI adoption?

By synthesizing existing knowledge, our study will provide a more comprehensive understanding of the
factors impacting CTI adoption in organizations, contributing. It also enables various practitioners to
address these factors in their implementation of CTI solutions. Besides, the results open the horizons
for regulatory bodies to cover them in their policies.

As mentioned earlier, People, Process, Technology (PPT) as a globally recognized framework for process
improvements in organizations is used in this paper. Although the origin of this classification is not
clear, it has been introduced since 1964 (Prodan et al., 2015). The PPT framework provides a
comprehensive approach to managing changes prompted by digital technologies by considering the
relationships between the three factors: people, process, and technology. By holistically understanding
the three factors, organizations can navigate the complexities of digital transformation, which enables
successful technology implementation and increases business performance (Satwekar et al., 2024). PPT
has been widely used in information systems such as adopting CTI in a commercial organization
(Kotsias et al., 2023), discerning and categorizing cloud security issues (Ghaffari et al., 2019),
identifying cybersecurity challenges in organizations (Teoh et al., 2018), and application modeling for
information systems risk management in small and medium enterprises (Javaid & Igbal, 2017) and
digital transformation (Taher, 2023).

The rest of the paper is organized as follows: Section 2 describes the steps of the method to conduct the
systematic review. Section 3 analyses the results of the research and organizes them into three distinct
categories of PPT. Section 4 discusses the findings and elaborates on future research directions. Lastly,
Section 5 concludes the paper.

2. Research Methodology

In this study, the Webster & Watson (Webster & Watson, 2002) protocol was employed to guide the
systematic literature review process. This protocol offers a structured approach to identifying, selecting,
and assessing relevant research studies and has been widely used in information systems. The databases
were selected based on their indexing of high-quality, peer-reviewed research in information systems.
IEEE Xplore was included for its strong coverage of technical aspects, while Scopus and Web of Science
were chosen for their broad, multidisciplinary scope. Other sources, such as ACM, were not added to
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avoid redundancy in technical coverage, and Google Scholar was excluded due to its inclusion of non-
peer-reviewed materials. To ensure the search query covers the various aspects of the research
questions, a combination of three major concepts needs to be included: CTI, Adoption, and
Organization. Since each keyword has common alternatives, the following search query is selected.
Figure 1 demonstrates the research query.

("Cyber threat intelligence" OR "Cyber threat hunting” OR "Cyber threat modelling” OR "Cyber threat modeling" OR "Cyber threat
analysis" OR "Cyber threat detection" OR "Adversary intelligence“) AND (Direction OR Planning OR Gathering OR Collection
OR Sharing OR Dissemination OR Process OR Processing OR Analysis OR Analyzing OR Feedback) AND (Organization OR
Organizations OR Corporate OR Corporates OR Corporation OR Company OR Companies OR Business OR Businesses OR
Enterprise OR Enterprises OR Management OR Regulatory OR Compliance OR Commercial)

Figure 1 The search query including terms to cover CTI adoption in organizations.

The inclusion criteria focus on academic, peer-reviewed content from journals and conference
proceedings that explicitly address CTI adoption in an organizational context and are written in English.
To ensure relevance to recent developments in organizational practices, we limited the timeframe to
studies published between 2014 and 2024. Papers were excluded if they focused exclusively on CTI
outside the organizational context such as algorithm development or purely technical advancements.
Furthermore, papers that lacked a clear organizational focus or did not explicitly discuss CTT adoption
within organizations are excluded as well as those who were non-peer-reviewed, such as white papers,
book chapters, or unpublished manuscripts. This approach significantly reduced the pool of papers by
filtering out studies that, while related to CT1I, did not contribute to understanding its adoption within
organizations.

The initial search query and criteria applied across databases returned 914 results. After removing 365
duplicates, 549 unique records remained. During the initial screening phase, titles, keywords, and
abstracts were reviewed against the inclusion criteria, leading to the exclusion of 232 papers. The
remaining papers underwent full-text screening, resulting in 199 additional exclusions and leaving 37
relevant articles. Through reference checks and snowballing techniques, 26 more articles were
identified, bringing the final total to 63 articles. Next, each selected article underwent a full-text review,
where data relevant to the research questions were extracted. All statements are categorized into three
areas of people, process, and technology. Figure 2 demonstrates the paper selection process.

Database .
. IEEE Xplore, Scopus, Web of Science
selection
"Cyber threat intelligence” OR "Direction OR Planning Organization OR Organizations OR Language = English AND
"Cyber threat hunliug" OR OR Galhsnug OR Corporate OR Corporates OR Year == 2014 AND
"Cyber threat modelling" OR T Collection OR Sharing Corporation OR Company OR Source = Articles and
Key words "Cyber threat modeling” OR AND OR Dissemination OR AND Companies OR Business OR Businesses AND proceedings AND NOT
celecti "Cyber threat analysis" OR Process OR Processing OR Enterprise OR Enterprises OR (Books OR White Papers)
seleclion "Cyber threat detection” OR. OR Analysis OR Management OR Regulatory OR AND Full-text available
"Adversary intelligence” Analyzing OR Feedback Compliance OR Commercial
Title, Abstract, Keyword Title, Abstract, Keyword Title, Abstract, Keyword Filters
Refinement Total results: 914 |— Duplicates: 365 —> Unique results: 549
Title and abstract
. ‘ —> Excluded papers: 232
) . rev
Selection of [eview
papers
Full text review  |—>{ Excluded papers: 199 —* Included papers: 37 papers
Forward & Forward & -
Total included papers:
backward backward search: |—*
63 papers
search 26 papers

Figure 2 Paper selection process using Webster & Watson method.

A concept matrix is used to organize and analyze the results according to Webster & Watson protocol.
The matrix helped to identify key concepts and themes emerging from the body of research and map
them against the reviewed articles. A thematic analysis based on Braun and Clarke was conducted to
remove duplicates and consolidate findings (Braun & Clarke, 2006). The results are further categorized
into PPT dimensions: People dimension consists of knowledge, competence, motivation, engagement
of human factor (Prodan et al., 2015); Process as a “set of interrelated or interacting activities that use
inputs to deliver an intended result.” (ISO 9000:2015, 2015) and Technology, as systems that integrate
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techniques, activities, tools, and artifacts within social contexts, influencing human activity,
institutions, and cultural environments (David M. Kaplan, 2003).

3. Results

In this review, the body of literature is examined and organized into three primary categories based on
research questions. Each of the following sections corresponds to one of these research questions.

3.1 People Factors

Existing literature emphasizes the importance of skills and training of CTT analysts in determining the
perceived value and effectiveness of CTI implementations. For instance, the efficiency of utilizing
shared threat intelligence is increased while having well-trained analysts (Miazi et al., 2017; Zibak &
Simpson, 2018). Miazi et al. (2017) indicated the knowledge gap as a barrier to threat-hunting
implementation, noting that security experts often lack proficiency in data analytics, while data
analytics professionals, in turn, lack expertise in cybersecurity. A root cause for this issue is the absence
of threat hunting as an integral component of cybersecurity education for security professionals. (Miazi
et al., 2017). The knowledge gap has also been recognized as an operational challenge in CTT adoption.
For instance, in a case study examining CTI sharing in developing countries, Alkalabi et al. (2021)
identify a lack of employee expertise in handling threat intelligence as one of the three primary
operational barriers (Alkalabi et al., 2021).

Similarly, other studies have highlighted the knowledge gap as a barrier to identifying relevant CTI (Xu
et al., 2020), as well as a contributing factor to the disconnect between technologists and intelligence
specialists (Ainslie et al., 2023). Moreover, this gap presents challenges in the integration of Artificial
Intelligence (AI) in cybersecurity applications (Aldasoro et al., 2024). The issue is particularly distinct
among Small and Medium Enterprises (SMEs), which often possess limited cybersecurity knowledge
and resources, making them more vulnerable to cyber threats (van Haastrecht et al., 2021). One specific
example of this knowledge gap is the limited awareness of the Traffic Light Protocol (TLP) outside of
the technical CTI community, which directly impacts CTI sharing when adherence to TLP guidelines is
required (Bromander et al., 2021). Additionally, the adoption of certain CTI standards presents further
challenges due to the considerable time and effort required for implementation. For instance, STIX
needs a considerable learning curve, requiring personnel to undertake training to effectively integrate
it into CTI processes (N. Gong, 2019).

In a study, Zibak et al. (2021) adopted a success model for CTI management platforms and they
addressed the importance of the user satisfaction concept which is based on content quality, system
quality, service quality, and perceived trust (Zibak et al., 2021). Given the diverse range of users, from
operational staff to decision-makers, they argue that addressing user requirements and ensuring
satisfaction can impact the adoption of CTI platforms. Additionally, user satisfaction embraces
perceived trust in these platforms, which can be strengthened through security measures and
compliance with regulations such as the General Data Protection Regulation (GDPR), thereby
encouraging user engagement (Zibak et al., 2021). The literature also highlights challenges related to
user adoption of CTI processes. For instance, Kotsias et al. (2023) identify reluctance among users to
adopt new CTIimplementations as a potential barrier (Kotsias et al., 2023). Table 1 provides a summary
of people factors influencing CTI adoption.

Table 1 People factors on CTT adoption

Factor Description

Skills and competence Gaps between technical and intelligence teams can undermine the effectiveness of CTI. A lack
of expertise in relevant standards and regulations can impair the utilization and
interoperability of CTI, while also constraining the accurate interpretation and practical
application of its insights.

User satisfaction and trust ~ Meeting users’ requirements can enhance user satisfaction, trust, and engagement.

User unwillingness to Resistance to adopting new CTI processes remains a significant challenge for organizations,
adopt new processes potentially delaying the effective implementation of CTI implementations.
3.2 Process Factors

A primary barrier to the adoption of CTI in organizations is the lack of consensus on CTI definitions,
key terms, and vocabulary (Ainslie et al., 2023; Alkalabi et al.,, 2021; N. Gong, 2019; Xiong &
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Lagerstrom, 2019; Zibak & Simpson, 2019b). Effective CTI implementations must be accessible,
reliable, relevant to the business context, accurate, and enriched with sufficient contextual information
(Amato et al., 2021; Kotsias et al., 2023; van Haastrecht et al., 2021). To enhance decision-making and
mitigate cyber threats, CTI should be integrated into board agendas and aligned with overall business
processes (Aliyu et al., 2020). The transformation of shared intelligence into actionable insights can be
facilitated through expert evaluations and production rules, further reinforcing the value of CTI (van
Haastrecht et al., 2021). Additionally, aligning CTI with organizational risk assessment processes is
essential for its effective implementation (Sauerwein et al., 2018).

The relevance of CTTI to the business context has been recognized in the literature (Wagner et al., 2017;
Xu et al., 2019). Ensuring this relevance requires organizations to continuously adapt CTI
implementations in response to changes in their business environment (Xu et al., 2019). However, a
case study on CTI adoption revealed challenges in its practical application. While CTI provides
operational and tactical benefits, it often lacks strategic value for end-users (Kotsias et al., 2023).
Furthermore, CTI frequently fails to reach key stakeholders, such as executive decision-makers, and its
utilization is often driven by necessity rather than being perceived as a business priority. This limitation
contributes to a lack of trust in CTI among senior stakeholders, further hindering its widespread
adoption (Kotsias et al., 2023).

Organizational maturity is a critical factor influencing the adoption and effectiveness of CTI and has
been examined across multiple dimensions, including the establishment of processes, technological
infrastructure, and investment in CTI capabilities (Amato et al., 2021). For instance, in a survey on CTI
sharing, half of the respondents assessed their organization’s information-sharing program as
immature, highlighting a gap in organizational readiness (Zibak & Simpson, 2019b).

The development of in-house competencies is identified in literature as a key strategy for enhancing
organizational maturity. Investing in internal expertise, processes, and technology is recommended as
ameans to reduce reliance on fully outsourced services or standalone CTI specialists (Amato et al., 2021;
Kotsias et al., 2023). This need for internal capability is further emphasized by ongoing standardization
challenges in the industry, which can hinder the consistent adoption of CTI implementations across
organizations. These challenges appear due to the absence of universal standards and interoperability
issues stemming from variations in standards used by different entities (Alkalabi et al., 2021; Basha et
al., 2023; Keim & Mohapatra, 2022; Sullivan & Burger, 2017).

A mixed-method study on the barriers to adopting STIX and TAXII standards found that government
agencies, security technology vendors, military sectors, research and development institutions, and
consulting firms are among the primary adopters, while adoption remains limited in the education
sector and nonexistent in retail and energy industries (N. Gong, 2019). The study indicates that the
implementation of these standards improves multiple aspects of CTI, including structured relationship
data sharing, data restriction capabilities, structured documentation markup, and interoperability.
However, significant adoption barriers persist, such as the complexity of the initial setup, the learning
curve, organizational compatibility, comprehension of cyber threat terminology, and inconsistencies in
data notation (N. Gong, 2019).

Evaluating CTI implementation in organizations presents challenges, particularly due to the lack of
tangible metrics such as return on investment (ROI) (Ainslie et al., 2023; Kotsias et al., 2023; Zibak &
Simpson, 2018). Other key evaluation factors identified in the literature include timeliness, sensitivity,
originality, and impact (Griffioen et al., 2020).

Krasznay and Gyebnar (2021) conducted a case study in which they developed an industry-specific CTI
feed for Industrial Control Systems and Operational Technology (ICS/OT) networks, with a particular
focus on the electricity sector. This initiative was part of establishing an Intelligence Sharing and
Analysis Center (ISAC) for the Hungarian Energy and Public Utility Regulatory Authority, aiming to
implement both human-readable and repository-based intelligence. A key challenge identified in their
study was the absence of clear technical requirements and specifications for the information-sharing
platform, which hindered its implementation (Krasznay & Gyebnér, 2021).

Financial constraints also pose a barrier to CTI adoption, as CTI solutions and services require funding
from organizations. However, establishing long-term CTI implementations and advancing intelligence
sharing among organizations can help mitigate these financial burdens by distributing costs more
effectively (Alkalabi et al., 2021). Furthermore, aligning security investments with business continuity
plans can enhance the strategic allocation of financial resources, ensuring more sustainable security
expenses (Alkalabi et al., 2021; Zibak & Simpson, 2019a). Leadership endorsement is another critical
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factor, as securing executive support and adequate financial backing is essential for developing the
necessary CTI capabilities (Ainslie et al., 2023; Kotsias et al., 2023).

Another concern regarding CTI adoption is the reluctance of businesses to share threat intelligence due
to issues related to confidentiality, privacy, legal uncertainties, and the potential risk of reputational
damage. CTI data often contains sensitive information, including personally identifiable information
(PII), financial records, and proprietary organizational data, which raises concerns about data
protection and compliance (Albakri et al., 2018; Alkalabi et al., 2021; Basha et al., 2023; Chantzios et
al., 2019; Skopik et al., 2016; Sullivan & Burger, 2017). These challenges specifically stand out when
intelligence data must be shared across jurisdictions, as legal frameworks and regulatory requirements
vary across countries and industries (Sullivan & Burger, 2017).

A survey conducted across 61 organizations found that 41% of respondents agreed or strongly agreed
that the risk of violating privacy and antitrust laws could impede threat intelligence sharing (Zibak &
Simpson, 2019a). Nevertheless, regulatory frameworks such as the General Data Protection Regulation
(GDPR) recognize the public interest in cybersecurity, which can sometimes override privacy concerns
and facilitate business-to-business data sharing (Sullivan & Burger, 2017). One potential solution is the
deidentification of data, although this approach can result in partial data loss and reduce the overall
effectiveness of the shared intelligence (S. Gong & Lee, 2020). For organizations implementing
automated CTI sharing, additional challenges rise in synchronizing and orchestrating multiple
processes effectively (Wagner et al., 2017). A summary of process factors is presented in Table 2.

Table 2 Process factors of CTI adoption

Factor Description
CTI relevance to business CTI must be relevant, precise, enriched, and tailored to the organization's business context.
Integration with business Integrating CT1 into business processes enhances decision-making and ensures that security measures align
processes with organizational risk assessments.
Organizational maturity Mature CTI implementations require established processes, appropriate technologies, and sustained

investment in CTI tools. Developing in-house CTI expertise can enhance maturity and reduce the
dependency on outsourced services, leading to long-term sustainability.

Standardization Standardization can enhance CTI adoption by addressing challenges posed by immature automation and
inconsistent processes. Standards such as STIX can facilitate data exchange and reduce uncertainties,
enabling more effective CTIl implementation, though their adoption requires considerable effort and
adherence to established requirements.

CTI evaluation Evaluating CTI effectiveness is challenging due to a lack of tangible metrics, such as ROI.

Leadership endorsement The successful adoption of CTI relies on leadership endorsement and financial investment to develop
necessary capabilities.

Trust issues in CTlsharing  Organizations are frequently hesitant to share CTI due to concerns about privacy, legal implications, and
reputational risks, particularly when data includes Pl or sensitive financial data.

Excessive costs The excessive costs associated with CT1 solutions present a challenge that could be improved through
collaborative CTI sharing among organizations.
Resource constraints Limited resources and staffing shortages can hinder an organization’s ability to proactively respond to
cyber threats.
3.3 Technology Factors

Literature highlights the challenge of manual processes in CTT implementations. A systematic literature
review on threat modeling by Xiong and Lagerstrém (2019) found that most threat modeling processes
are still conducted manually, with limited validation mechanisms (Xiong & Lagerstrom, 2019).
Similarly, studies indicate that Threat Intelligence Platforms (TIPs) lack essential capabilities, such as
filtering CTI based on relevance and risk priority, requiring practitioners to manually correct, evaluate,
analyze, and interpret the data (Bromander et al., 2021; van Haastrecht et al., 2021; Wagner et al., 2017).
Additionally, the manual selection of relevant security feeds extends response times and increases the
risk of missing critical opportunities for effective mitigation (Arikkat et al., 2024). The need for
automation has been widely discussed as a solution to address challenges such as human error and
processing delays (Amato et al., 2021; Berndt & Ophoff, 2020; Wagner et al., 2019; Zibak & Simpson,
2018). Automation can also improve the speed and efficiency of intelligence exchange (Sullivan &
Burger, 2017). However, developing these capabilities requires considerable time and resources, posing
an additional challenge for organizations seeking to implement them (Chantzios et al., 2019).

Data quality is a critical concern in literature on CTI. In a case study on CTT challenges in Saudi Arabia,
Alkalabi et al. (2021) identified the absence of a centralized system for CTI exchange, the lack of
standardized data formats and taxonomy, and difficulties in establishing secure communication
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channels as primary barriers to CTI sharing. (Alkalabi et al., 2021). One of the primary causes of data
inconsistency is the existence of multiple representations of the same CTI data (Bromander et al., 2021).
Some organizations enrich CTI data using flexible standards such as STIX; however, this can create
interoperability challenges for other organizations attempting to consume shared data (Bromander et
al., 2021). Sauerwein et al. (2019) categorize CTI data sources into six key dimensions: type of
information, integrability, timeliness, originality, type of source, and trustworthiness. Their study
highlights that a significant portion of CTI data sources focus on vulnerabilities (Sauerwein et al., 2019).
Handling incomplete and imprecise raw data remains a challenge, particularly when data is gathered
from public sources, which often contain unstructured content, originates from unverified providers, or
include deliberately manipulated information (S. Gong & Lee, 2020; Sauerwein et al., 2019). Xu et al.
(2020) emphasize that "information in real-world systems is usually vague, imprecise, inconsistent, and
incomplete", further complicating CTI processing and analysis (Xu et al., 2020, p. 1).

Advancements in data collection techniques, such as the development of custom crawlers and machine
learning models, enhance the ability to filter relevant data efficiently (Arikkat et al., 2024). However,
integrating this data into organizational workflows is further complicated by the limitations of software
interfaces, such as Application Programming Interfaces (APIs), which often provide only basic search
functionalities (Sauerwein et al., 2019). Additional constraints exist within CTI platforms, including
restricted customization options, challenges in stream aggregation, and filtering limitations (Sillaber et
al., 2016). The timeliness of CTI feeds is another factor affecting data quality. Delays in updating threat
intelligence reduce its effectiveness, as real-time information is essential for proactive threat mitigation.
A study evaluating 24 open-source CTI feeds containing 1.38 million indicators found that, on average,
it takes up to 21 days for an indicator of compromise to be included in a CTI feed, limiting its usefulness
in mitigating threats (Griffioen et al., 2020). The same study also highlights geographic biases in CTI
feeds, which may affect the relevance of threat detection for organizations outside specific regions.
Additionally, not all CTI feed data is original, as some sources rely on repackaging, aggregation, and
curation rather than directly producing new intelligence (Griffioen et al., 2020). To improve data
reliability, some researchers propose implementing user-feedback mechanisms, such as reliability
scoring, to validate CTI information and enhance trustworthiness (S. Gong & Lee, 2020; Sauerwein et
al., 2019). Normalization and consolidation, supported by advanced analytics and data linkage, can
further address data inconsistency issues (Brown et al., 2015).

Automated mechanisms, such as the Malware Information Sharing Platform (MISP), have been
proposed as solutions to improve the quality of shared CTI (Kotsias et al., 2023; Mundt & Baier, 2022;
van Haastrecht et al., 2021; Zibak et al., 2021). Additionally, integrating data processing and analytics
capabilities within TIPs can facilitate the generation of actionable intelligence, differentiating data
aggregators from data processors (Zibak et al., 2021).

Managing large datasets to identify relevant vulnerabilities remains a significant challenge due to the
increasing volume of cyber threat data (Sadlek et al., 2022). The complexity of processing diverse
information sources imposes additional demands on organizations in terms of time and effort (Amato
et al., 2021; Arikkat et al., 2024; Sadlek et al., 2022; van Haastrecht et al., 2021; Voutilainen & Kari,
2020). As cyber threats become more sophisticated and automated, CTI implementations must
incorporate appropriate service architectures, including automation and orchestration, to enhance
efficiency (Sullivan & Burger, 2017). False positives and imprecise data further complicate CTI
integration (Sadlek et al., 2022), particularly when unstructured data must be reconciled with existing
threat intelligence repositories (Husari et al., 2017; Rahman et al., 2023; Sauerwein et al., 2019).
Additionally, shared CTI data often lacks necessary contextual information, limiting its practical utility
(van Haastrecht et al., 2021). In this regard, the application of Artificial Intelligence (AI) and Natural
Language Processing (NLP) in CTI has been identified to help process large volumes of data, extract
intelligence from human-readable sources, and reduce manual workload (Basha et al., 2023; Husari et
al., 2017; Sadlek et al., 2022). Moreover, the implementation of advanced visualization techniques can
support the analysis of diverse CTI datasets, improving situational awareness and decision-making
(Brown et al., 2015). A summary of technology factors is provided in Table 3.

Table 3 Technology factors of CTI adoption

Factor Description
Interoperability The lack of standardization and interoperability across organizations results in inconsistent CTI data usage, as
differing standards and representations of the same data lead to compatibility challenges.
Data quality The effectiveness of CTI is compromised by incomplete, imprecise, biased, or manipulated data from

untrustworthy sources, delays in feed updates, and challenges in managing large volumes of heterogeneous data,
including false positives and unstructured formats. Enhancing CTI relevance and trustworthiness requires more
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frequent updates, feedback mechanisms to validate data accuracy, and consolidation of data into unified formats
through advanced analytics. Additionally, relying on original feeds helps mitigate biases introduced by
intermediate processors, improving interoperability and data quality.

TIP capabilities Effective CTI systems depend on robust service designs with automation and orchestration capabilities, yet their
efficiency is hindered by limited search and integration functionalities in software interfaces, such as APIs. The
lack of centralized systems, standardized data formats, and secure communication channels further obstruct inter-
organizational CTI sharing. Enhanced visualization tools, automation, and standardized platforms facilitate better
insights, decision-making, and streamlined data sharing and processing, thereby improving CTI quality.

Data processing and  Integrating data processing and analytics capabilities within CTI platforms enhances intelligence generation by

analytics distinguishing between raw data aggregation and actionable insights. Custom crawlers and machine learning
models improve data collection and filtering, enabling more effective identification of relevant information.
Additionally, the use of Al, big data, text mining, and NLP technologies automates the extraction of CTI from
human-readable sources, reducing the need for manual processing and effort.

Automation Automation is essential for effective CTI sharing, as it mitigates challenges such as human error and processing
delays. While TIPs often rely on manual processing and expert interpretation to produce actionable outputs,
automation remains necessary despite difficulties in achieving synchronization and orchestration across diverse
processes.

4. Discussion

This SLR identifies and synthesizes the key factors influencing the adoption of CTI in organizations,
focusing on the people, process, and technology dimensions. While the findings offer novel insights,
they also expose considerable gaps in the existing body of literature. These findings are consistent with
prior research (Abu et al., 2018; Ainslie et al., 2023; Lundgren & Padyab, 2023), emphasizing the
integration of cybersecurity initiatives with organizational goals and strategies. However, this study
advances existing knowledge by providing a holistic exploration of CTI adoption through the
interconnected lenses of people, processes, and technology. This multidimensional perspective enables
a more comprehensive understanding of the organizational dynamics shaping CTI integration.

People factors stand out as a critical yet underrepresented dimension in existing literature. Prior studies
like (Kotsias et al., 2023) often conceptualize people's involvement in CTT adoption narrowly, focusing
on “users” rather than exploring deeper aspects such as expertise, competence, and organizational
culture. The findings expand this understanding, emphasizing the importance of the expertise of people
as a cornerstone of successful CTI adoption. This perspective emphasizes the need for a more
sophisticated exploration of people’s dimensions in cybersecurity implementations. In this regard,
future studies can explore whether there is a causal relationship between enhancing people factors and
CTI adoption.

Previous surveys have primarily concentrated on technological barriers to CTI application within
organizations (Tounsi & Rais, 2018) or specific aspects such as challenges in CTI (Brown et al., 2015;
Skopik et al., 2016; Wagner et al., 2019) and issues related to data quality (Sillaber et al., 2016). In
contrast, the findings of this paper emphasize the significance of aligning CTI initiatives with broader
business characteristics such as strategy and business context and the critical role of the people factor.

Organizational maturity stands out as an underexplored factor in the existing CTI adoption literature.
This gap becomes particularly visible as the literature extensively addresses various aspects of process
improvement, such as automation and process efficiency (Ainslie et al., 2023; Aliyu et al., 2020; Kotsias
et al., 2023), yet pays limited attention to the role of organizational maturity in shaping CTI adoption.

The analysis identifies unique CTI-specific factors, such as CTI metrics and trust, while the remaining
process factors, including leadership endorsement and barriers to CTI sharing, align with general
cybersecurity practice considerations. These findings reinforce prior research on factors contributing to
the successful adoption of CTI within a cybersecurity ecosystem.

Several factors exhibit bidirectional overlap or influence on others. For instance, people's skills and
competence can directly affect an organization's in-house capabilities and overall maturity. Similarly,
the data quality factor impacts other elements, such as CTI evaluation and trust issues in CTI sharing.
This requires more in-depth investigation beyond the scope of our current literature review. Since the
bidirectional influences we identified emerge as insights from the synthesis rather than explicit findings
in the literature, further empirical validation with practitioners would be necessary to ensure accuracy
and avoid speculative bias. This presents an opportunity for future research, where practitioner input
and additional studies could help map these relationships more systematically.
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This SLR highlights several technical challenges to CTI adoption, including gaps in standardization,
limitations in TIPs, and barriers to effective CTI sharing. Among these, data quality emerges as the most
frequently cited challenge, often originating from unstructured CTI data sources that lack
standardization and proper pre-processing. Advanced technologies, such as generative AI and machine
learning, are identified in the literature as promising solutions to mitigate these data quality issues
(Sadlek et al., 2022; Samtani et al., 2020). These findings have important practical implications for
organizations adopting CTI. By aligning CTT initiatives with business objectives and investing in people
expertise, organizations can significantly improve the effectiveness of their cybersecurity efforts.

This study is constrained by the limited number of databases (IEEE, Web of Science, and Scopus);
however, including additional sources in future research could enrich the literature base and provide a
broader perspective.

The study of the interaction between the elements of people, processes, and technology fell out of the
scope of this review. However, understanding how these dimensions influence each other during CTI
adoption is a fruitful avenue for future research. Future research should prioritize empirical
investigations, including longitudinal studies, to examine the evolution of CTI implementations over
time and their long-term impact on organizational cybersecurity. Additionally, studies focusing on
industry-specific factors, such as regulatory requirements in critical infrastructure sectors, would
provide valuable insights. Expanding the body of use-case studies with empirical data is essential for
developing actionable guidelines and best practices.

5 Conclusion

This systematic literature review examined the factors influencing the adoption of CTT in organizational
environments. The findings reveal that CTI adoption is a multifactorial challenge shaped by three key
factors: people, process, and technology. Alignment with organizational goals, the quality of CTI data,
and the availability of skilled personnel were identified as pivotal factors for successful implementation.
Tailoring these elements to an organization’s specific context is critical for addressing existing gaps and
ensuring effective CTI adoption. However, significant barriers, such as gaps in organizational maturity,
people competence, and limited empirical research, persist. Future research should prioritize use-case
studies and empirical investigations to advance the field and provide actionable insights for
organizations. Addressing these gaps could help the development of more effective CTI strategies,
strengthening the ability of organizations to navigate emerging cybersecurity threats.
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