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Abstract 

Recent advances in the development of quantum computing hardware have accelerated the 
interest of preparing information systems for the post-quantum world. Grover’s 
unstructured search and Shor algorithm for period-finding have potential applications in 
security, cryptography, and communications in general. We present in this paper the 
evaluation and simulation of proofs of concepts, gates, and experiments for quantum 
circuits along with explanations of their potential applications to computing and security. 
The circuits explore several aspects of quantum computers such as superposition, parallel 
calculations, amplitude amplification and phase estimation. These circuits and gates were 
also tested on real quantum computers to assess their behavior.  

Keywords: Quantum computation, Quantum cryptography, Random Process, Quantum Walk, Frequency 
Analysis. 

Introduction 

Nielsen and Chang (2010) define quantum computation and quantum information as “the study of 
the processing tasks that can be accomplished using quantum mechanical systems.” According to a report 
by Changpeng (2019), quantum computing has a wide range of potential applications, from artificial 
intelligence, communication, materials science, and big data, to breaking cryptographic systems. It also 
provides alternatives for the post-quantum cryptography era such as quantum key distribution (QKD). 

In 2019, a team of researchers at the Google AI Quantum division achieved quantum supremacy 
using a two-dimensional array of 54 transom qubits tuned and coupled to their nearest neighbors in a 
rectangular lattice (Arute, 2019). Their superconducting qubits produce a computational state-space of 253 
and execute in 200 seconds a computational task that would take approximately 10,000 years in a state-of-
the-art classical super-computer. Another team at the University of Science and Technology of China has 
achieved success with a similar setup using 53 out of 66 available qubits, reaching an increase in 
computational power of 2-3 orders of magnitude compared to Google Sycamore (Yulin Wu, 2021).  

Quantum computing provides alternatives for the post-quantum cryptography era such as 
quantum key distribution (QKD) (Changpeng, 2019). According to the authors, the hidden subgroup 
problem (HSP) - a generalization of the Deutsch-Joza’s and Simon algorithms that proved theoretical 
quantum supremacy - is solvable by a polynomial number of evaluations of a hidden function. Several other 
algorithms are listed in the article as providing sub-exponential speedup for breaking cryptosystems. The 
researchers also review Grover’s unstructured search algorithm and its generalization called amplitude 
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amplification, which provides optimal solutions to the search problem and has been used in cryptanalysis 
to solve collision problems.  Quantum walks, the quantum linear solver, quantum machine learning and 
Hamiltonian simulations among others are listed as important areas of study using quantum computing. 
Many real-life problems can be mapped to these algorithms and techniques. The article indicates that the 
surge in hardware has boosted the experiments of “increasing (but still very small) scale” to test Shor’s, 
Grover and HHL algorithms. (Quantum Algorithm Design: Techniques and Applications, 2019). 
Quantum Walk 

Quantum Walk algorithms have many potential applications to the study of random processes and 
techniques, including Quantum Key Distribution, Quantum Artificial Intelligence, and modeling of 
stochastic processes.  

Quantum Walks for Computer Scientists by Venegas-Andraca enumerates some of the potential 
applications of quantum walks (pp. 90-99). The search of a key using an oracle led to the production of 
Grover Algorithm as the quantum solution to the search problem. Grover algorithm applies to the search of 
an unordered list and requires the technique called amplitude amplification and has been shown to take 
only 𝑂(√𝑁) time steps to solve. The 3-SAT problem also called Boolean satisfiability problem asks what the 
fastest algorithm is to tell if a formula in Boolean Algebra is satisfiable. The hitting time of a quantum walk 
on the hyper-cube has been found to be reachable in 𝑂&√𝑁' time with probability !

"
− 𝑂 )!

#
*. Other potential

applications include a quantum algorithm to determine the distinctness of strings, the search for the 
presence of a triangle in a graph adjacency matrix etc. All these algorithmic solutions are at the forefront of 
computer science and are tied to concrete physical problems in artificial intelligence. (Venegas-Andraca, 
2012) Finally, all algorithms in a quantum computer can be realized using quantum-walks (Childs, 2009).  

Quantum walks have been proposed as a source for generating pseudo-random number generators 
(PRNG) and true random number generators (Novel pseudo-random number generator based on quantum 
random walks, 2016). The study proved that their quantum-walk PRNGs pass the National Institute of 
Standards (NIST) SP800-22 test for randomness. Their simulations showed that their method generates a 
high percentage of usable pseudo-random numbers for different applications beyond quantum 
computation, particularly cryptography. They suggest a need to study multi-walker, multi-coin quantum 
walks on circles, trees, or other graph structures (Zhao, 2016). 

In a quantum walk, a unitary operator (U) acts on the state of a particle depending on the rules 
established by combining the Coin and Shift operators. In quantum computation, operators can be defined 
by matrices and tensor products. Unitary operators preserve the norm of the state they act on; that is, the 
norm of the vector in a particular basis is not changed under the unitary transformations. The following 
product describes the dynamics of a unitary operator for a quantum walk: 

𝑼 = 𝑺(𝑰⨂𝑪) Equation 1 

The shift operator (𝑆) establishes the rules that govern the topology of the graphs. In other words, 
which state will move the particle forward or backward. The coin operator (𝐶) establishes the probability of 
moving to the next position. Finally, the identity matrix (𝐼) and the symbol ⨂ represents the tensor 
(Kronecker) product. The operator 𝑈 acts on a state |𝜓⟩ in t time steps. Then the final state of the walker is 
given by:  

|𝝍(𝒕)⟩ = 𝑼𝒕|𝝍(𝟎)⟩ Equation 2 

The computational basis represents the qubits states as |0⟩ = 	 )10*, and |1⟩ = 	 )01* to represent the 
equivalent to bits 0,1. A sample coin is the Hadamard coin, a Hermitian matrix that yields 50% probability 
for a state in the computational basis. The matrix representation of the Hadamard matrix is as follows:  

𝑯 = 𝟏
√𝟐
)𝟏 𝟏
𝟏 −𝟏* Equation 3

As we can see, the system in question can be solved analytically for a relatively small number of 
qubits using matrix multiplications. Larger systems require sparse matrix multiplication techniques and 
parallel processing power. Our investigation will concentrate on building such systems but using the 
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available tools for real or near-term quantum computers. Variations on the shift operator, the number of 
qubits, the initial conditions, and the coin will yield different results. 

Outline of the Paper 

In the following sections we present an exploration of different tools and features of quantum 
computing to explore the applicability of such systems and algorithms into real world applications. We 
begin by studying the uniform distribution produced by the Hadamard operator which can be the basis for 
random number generators, and pseudo random number generators. Next, we modify the uniform 
distribution using our understanding of quantum rotations to represent biased distributions such as those 
that can be found in heuristic search algorithms such as frequency analysis. We also present our 
implementation of arithmetic modulo 13 to represent an alphabet of 13 letters using 4 qubits plus one 
ancillary qubit in a real quantum computer. We end the paper by presenting a proof of concept of a shift 
cypher using arithmetic modulo 26 that can be easily extended to a Caesar Cypher by adding extra qubits 
for the positions of the cipher relative to the key.  

Methods 

Using Qiskit (0.19.1), IBM Quantum Experience, and Jupyter Notebook (python 3.9.1), we 
developed a toolkit of quantum gates, circuits, and experiments based on the quantum walker. Several 
instances of coin, lattice and boundary conditions were tested.  The quantum code was represented using 
the circuit model and the results were observed with histograms, state graphs, Bloch diagrams and text 
print outs of single results.  The local backend simulator has a maximum of 30 qubits available.  

After running the codes as simulations, we also ran reduced or limited versions in the IBM cloud of 
real quantum computers. The IBM Quantum Experience provides access to a quantum computer and 
simulation to learn, develop, and run quantum applications. IBM simulators and real quantum computers 
have from 1 to 5 qubits with different performance statistics for basic gates. These computers run on shared 
time and have a limited number of shots and gates. Therefore, these computers are used as benchmarks 
until real computers with a large qubit base become commonplace.  

The physical setup for this investigation consisted of a MacBook Pro (13-inc, 2020, Four 
Thunderbolt 3 Ports) with an Intel Core i5 2 GHz Quad-Core processor, 16 GB 3733 MHz LPDDR4x RAM 
running macOS Monterey version 12.1. 

Results 

Coins and probabilistic distributions 

Hadamard (fair) coin 
The Hadamard gate is a Hermitian operator that has equal probability for all possible states. It is 

also represented by a rotation around the x axis in the Bloch sphere representation. A 1 qubit Hadamard 
coin would produce the equivalent distribution of a two-sided coin with theoretically equal probability for 
each of the two possible states (see Figure 1).  

Figure 1 a show the results of the measurements of the quantum channel into the classical channel. 
As we can see there is an almost 50% probability for obtaining a value of 0 or 1. These probabilities 
correspond to running the circuit over 1024 times and measuring its outcome each time. The Hadamard 
operator is one of the basic gates in any model of quantum computation.  

In Figure 1 b we see the proof of concept of a quantum circuit. In this type of diagram, qubits are 
represented as straight solid horizontal lines where time runs from left to right. Gates are represented as 
blocks, in this case the Hadamard gate. Classic channels are represented by double lines and measurements 
are the gates that transfer the quantum state into a classical measurement. 
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(a) (b) 
Figure 1: Uniform probability distribution for a 1 qubit fair coin using Hadamard Gates 

To create similar setups of multivalued coins up to 2n for n qubits we need the Kronecker tensor 
product ⊗. The two qubit Hadamard coin is C=H⊗H and produces one of four possible outputs with equal 
probability:  

𝑯𝟐 = C

𝟏 𝟏 𝟏 𝟏
𝟏 −𝟏 𝟏 −𝟏
𝟏 𝟏 𝟏 𝟏
𝟏 −𝟏 𝟏 −𝟏

D  Equation 4 

We tested uniform distribution circuits composed of the tensor products of parallel Hadamard 
gates from 1 to 9 qubits (Figure 2). Since the circuit operate following quantum mechanical laws each circuit 
is run for 220 “shots” to produce a distribution of frequencies representing the probabilities of all the 
possible state results of the experiment. The expected result is a uniform distribution with equal probability 
for all states, and since each increase in the number of qubits doubles the number of possible states, the 
experiment will not have a large enough sample to correctly represent the uniform distribution. An 
alternative for these situations is to double the number of shots for each qubit added.  

(a) (b) (c) 
Figure 2: Distribution for >1 qubit Hadamard coin. 

We can see in Figure 2 the distribution (a) for a 9 qubits Hadamard coin (c). In (b) we show how 
the standard deviation and range of values drops as we increase the number of qubits while keeping the 
number of shots constant. Such an implementation produces a random 2n bit number with equal 
probability. This system is the basis of other quantum algorithms such as the Quantum Walk but can also 
be used to produce random strings of bits which could be used as the key for a cypher or a key distribution 
algorithm. 

In a real quantum computation scenario, the number of shots needed will only depend on the 
expected number of expected results and not on the number of qubits. Quantum superposition allows each 
shot to traverse the circuit and gates as a uniform superposition in each shot until it is measured at the end 
of the experiment.  

We tested this circuit on a real quantum computer using the IBMQ Lima backend (Figure 3). The 
maximum number of shots allowed in this computer is 20000, so we ran two tests one with 1024 and 
another one with the maximum for comparison.  
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(a) (b) (c) 

Figure 3: Simulation and IBMq Lima backend results for a 5 qubits fair coin. 
In Figure 3 we show the topology (a) of the IBM quantum computer which reveals the interactions 

between neighboring qubits. Next, we see the result from using a 5-qubits quantum computer for 1024 shots 
(b) and 20000 shots (c). It is evident that the dispersion is reduced significantly when the number of shots
is increased. If this dispersion from the uniform distribution is due to the natural randomness of a quantum
system, the use of this circuit will produce the expected probability.

Decoherence time, which measures how long the system can follow the motion described by the 
Schrödinger equation without external disturbance, seems to be one of the main drawbacks of any physical 
implementation and the subject of many skeptical views on the future of quantum computation (Aaronson, 
2013). Nevertheless, the proof of the accuracy threshold theorem asserts the possibility of resilient quantum 
computation if noise is kept under a given threshold (Aharonov D. , 1999). Such decoherence can occur if 
the system interacts with the environment, or if the qubits have unintended interactions with other qubits. 

The IBM quantum computers provide a measure of readout error (Figure 4) per qubit and the error 
rate of the Hadamard and CNOT (controlled not gate) for each site. 

Figure 4: Error maps for two sample Quantum Computers 

As we can see in the figures both systems have the same topologies, where all qubits are connected to 1,2 or 
3 qubits. The lines represent the interactions between qubits while the nodes represent the qubits. As we 
can see the circuit is not only limited by its number of qubits but also by its topology, not all qubits have 
direct connections to other qubits. New implementations of quantum computing such as Google Sycamore 
follows a similar topology but extended to more qubits, only qubits at the edges are limited to one or two 
qubit interactions. The gate error color map of the Hadamard and Cnot gate are shown in the bottom of the 
image. Many complicated gates are implemented as combinations of a small set of gates.  

These two computers use Josephson Junctions as the basis for their qubits. A Josephson Junction, 
when subject to a magnetic field and electric potential, produces an energy spectrum that is quantized and 
can therefore be treated as quantum objects, making them perfect candidates for quantum computation 
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processors (Edward L. Wolf, 2017). Other implementations of quantum processors such as Google 
Sycamore (Arute, 2019), or the University of Science and Technology in China (Yulin Wu, 2021) have 
achieved quantum supremacy using these types of junctions.   

The properties of the Hadamard gate and the uniform distribution of random states in a quantum 
circuit is one of the key ingredients of most quantum algorithms. 

Biased Coin 
Introducing bias to a random process allows for interesting phenomena to be modeled. For 

example, quantum walks were first introduced by Aharonov (1993) as counterparts to classical random 
walks, in their paper they showed a larger average path length than their classical counterparts which yields 
an advantage over random search algorithms. Kempe (2003) points out two main differences between 
classical and quantum walks: that the stationary distribution is not independent of the initial state of the 
walk; and the dependence of the rate of convergence on all eigenvalues of the unitary transformation 
applied to the quantum state. Both the initial state of quantum walks, and the coin that drives it random 
behavior can be implemented using a biased distribution.  

The most general gate for a single qubit is given by the U-gate, which takes three parameters (𝜃, 𝜆, 𝜙) 
which represent the rotation angles in the Bloch sphere (Figure 5). The matrix representation of the U-gate 
is given in equation 5: 

𝑼 = I
𝒄𝒐𝒔 )𝜽

𝟐
* −𝒆𝒊	𝝀 𝒔𝒊𝒏.

𝜽
𝟐/

−𝒆𝒊	𝝀 𝒔𝒊𝒏.
𝜽
𝟐/ 𝒆𝒊𝝓1𝝀 𝒄𝒐𝒔 )𝜽

𝟐
*
N Equation 5 

(a) (b) (c) 
Figure 5: State vector of a qubit under rotation in the Bloch sphere. 

In Figure 5 we see the effect of the U-gate on the  |0⟩ state (a). An angle 𝜃 of 𝜋/2 produces a rotation 
around the y-axis (b) with all angles held at 0°. This rotation represents a 50% probability of measuring the 
state in state 0, and 1 and is equivalent to the Hadamard gate. A change in the angle 𝜆 represents a rotation 
under the Z axis (c) but has no effect on the resulting probabilities of measurement. Rotations around the 
Z axis are used in the Quantum Fourier algorithms.  

It is important to note that a single U-gate per qubit does not have independent control over all the 
resulting states. Each qubit added to a circuit double the number of states and there are covariance effects 
on the other states. Each qubit contributes as a tensor to the whole distribution. Nevertheless, we can 
convert probabilities to angles in an approximate distribution using the following equivalence:  

𝜃 = 2 sin2!&U𝑝' 

Here p represents the probability of measuring |0⟩  in that single qubit. In Figure 6 we show the result of 
decreasing the angle 𝜃 from 𝜋/2 to 0 in steps of 𝜋/16 from one qubit to the next.  
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(a) (b) (c) 

Figure 6: Biased distribution with 5 qubits using U-gate 
We can see in Figure 6 that the real quantum computer produces a distribution (b) with less noise than 
expected from our simulation (b). The circuit was initialized at the state |0> and then each qubit was rotated 
by an angle as shown in the proof-of-concept circuit in Figure 6 (c). The U gates represent the vector 
rotations of the qubits, and the angle shows how much it was rotated. Each qubit is then measured, and its 
value sent over the classical channel (numbered 0 to 4).  

This biased coin has only one degree of freedom per qubit, so further action is needed if one expects 
to produce other types of probability distributions. Some applications, such as frequency analysis in 
cryptography require the use of non-smooth distributions. We suggest mapping the binary representation 
of letters in order of decreasing probability and use a decreasing biased coin as a heuristic approximation 
of the distribution (Figure 7). Such a distribution could be useful in a quantum-walk search of encrypted 
data and requires a smaller number of gates than attempting to mimic the distribution using a Quantum 
Mulitnoulli Distribution as recommended by Zickert (2021).  

(a) (b) (c) 

Figure 7: English Alphabet Distribution and Gate 
Choosing the appropriate angles (Figure 7, c), we could generate a reasonable approximation (b) for the 
distribution (a). The proof-of-concept circuit also includes an additional qubit that is used as an ancillary 
carry bit for doing mod 26 additions. The group of gates after the U-gates are called Toffoli or multi 
controlled nots. These gates turn off any state greater than or equal to 26. 

Step distribution 
One of the characteristics of quantum algorithms that may present a difficulty in their design is the 

fact that these are linear systems. This arises from the fact that quantum operators are Hermitian which 
can be represented as invertible matrices and therefore all circuits are also invertible. An application of this 
effect helps in the creation of a step distribution where a uniform distribution composed of Hadamard 
operators followed by conditional operators shifts the probability from some states to others (Figure 8).  

A method to overcome this limitation is the use of extra qubits. Even though the system remains 
linear, a subset of the total number of qubits may simulate a non-linear element. In the following gate and 
distribution, the carry bit helps us do modular arithmetic. Any value above the desired number is sent to 
the next state. This in turn doubles the probability of obtaining the first three states in comparison to the 
rest. This difference in probability in fact helps our objective of constructing a biased distribution. 
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(a) (b) (c) 
Figure 8: Step distribution (mod 13) 

In this example we take a uniform distribution and eliminate the probability of the states 1101 - 1111 (13 to 
15) in a 5-qubit circuit measuring only the first 4 qubits. This implementation can also be used for modular
addition but require the use of an extra ancillary qubit as a carry bit that is not measured. We see in Figure
8 (a) the expected distribution using a simulation and in (b) the result from the quantum computer. The
obvious discrepancy between the expected step distribution and the result in the quantum computer may
correspond to how the multi controlled Toffoli gates are implemented in real quantum computers. Each
multiple control gate is composed of a combination of single-qubit and two-qubit gates. These
implementations create congruent results from the expected classical behavior but with different phases
(Adriano Barenco, 1995). It has been proposed that this circuits be used in conjunction with other similar
circuits that cancel out their phase differences.
Applications to cryptography 

It has been proven that a quantum computer with enough power and low decoherence can solve 
many cryptographic schemes and algorithms. Such a system works by using the Quantum Fourier 
Transform to find factors of large integers. Although no such computer is widely available today, it is 
plausible that the systems will become commercially available in the near term (5 to 15 years).  Many of the 
gates and implementations shown above could be used in schemes combining the power of different 
quantum algorithms such as Shor and Grover. We present what could be a piece of a larger quantum 
deciphering system. 

A simple application for the field of cryptography can be demonstrated using the shift cypher. We 
can model the message as a 5-qubit quantum register with an extra qubit for addition mod 32, and another 
register to model the relative position of the shifted letter (Figure 9). The size of the key determines the 
number of qubits needed for the position register. One qubit yields at most a 2-bit key, whereas a key of size 
n needs approximately log2 (n) number of qubits. An encrypted message sent over a quantum channel can 
be decrypted with the known key.  

Figure 9 Proof of Concept Shift Cypher 
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In the proof-of-concept circuit we show an example application of the shift cypher. The circuit is initialized 
with the code representing a letter (01000) we add mod 26 the letter that represents the cypher key (0001). 
The measured outcome is expected to be the encrypted letter (00011). Qubit q5 represents the ancillary 
qubit for the carry-bit operation of mod 26, and q6 is the qubit for the position of the message. This circuit 
can be extended with a probability distribution as the initialization of the circuit and the letter as the shift. 
Adding more qubits for the position allows for an extension of the circuit for a Vigenère cypher. This method 
can be the basis of a more sophisticated quantum algorithm for frequency analysis by using the inverse 
alphabet gate to find either the key or decipher a message.  

An extremely powerful tool in Quantum Computation is the Grover Algorithm which uses a 
technique called amplitude amplification to obtain an 𝑂&√𝑁' speedup in an unstructured search. Using 
some of the previously discussed ideas we built an experiment to search for a marked element that 
represents the solution to a problem (Figure 10). For example, given a known expected distribution, such 
as the English alphabet frequency distribution, we may find a modified distribution with a hidden value 
that shifts or alters the expected result, in other words the key to the cypher. 

Figure 10 Grover Search for frequency analysis 

In Figure 10 we present a Grover Search to find the key that modifies an alphabet distribution as expected 
from the English language. We begin with a uniform distribution using the Hadamard gates. The gate called 
Dist is the alphabet distribution discussed previously. Next, we have the marked gates that represent the 
shift of the cypher. The combination of an alphabet distribution and a shift produces the distribution of the 
cypher.  Dist_dg is the gate that represents the inverse of the alphabet distribution, which is the heuristic 
we know. We then do a test for a uniform distribution using the controlled swap gate test (between two 
vertical bars). The procedure is repeated until a solution is found by measuring qubits q2 and q3 which are 
connected to the top two qubits by swap gates but are also subject to the effect of the Grover coin. The 
Grover diffuser produces a uniform distribution but marks the solution state, the key to the cypher, with a 
phase shift.  

(a) (b) (c) 

Figure 11 Grover Search Result 
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In Figure 11 (a) we show the previous circuit run in the simulator backend while in (b) the same circuit was 
tested using IBM Quito. In (c) we present a generalization of the same circuit using 5 qubits per register, to 
approximate the English alphabet, with a success showing the marked state, representing the key, of 11100. 

Conclusion 

We explored several implementations of quantum circuits. Each of the quantum circuit can be built 
into gates of more complex circuit structures to solve problems in a quantum computer. The circuits were 
tested on real quantum computers with 5-qubits, but more qubits are needed to be used in more 
complicated algorithms. The biased distributions and Grover search described in the paper could be 
implemented as modules of a quantum deciphering tool. Quantum computing is fast becoming a reality and 
recent advances in the development of hardware implementations may bring access to quantum 
computation for many applications particularly in the field of security and cryptography. Quantum 
processes by their very nature are random processes and there are other direct applications to these circuits. 
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