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Abstract

Regulators are creating and deploying regulations to encourage organizations to improve
their cybersecurity postures. For example, the Colonial Pipeline hack in the US resulted in
new cybersecurity regulations being issued for the pipelines and natural gas industry, a
change for an industry that was historically self-regulatory. While this is one specific
example, there is a general trend of an expanding cybersecurity-regulation landscape. In
this context, the following question is often raised: in what ways do regulations influence
organizational cybersecurity maturity? To date, researchers have yet to answer this
question. We conducted in-depth interviews with 22 cybersecurity and regulation experts
as a preliminary effort to help answer this question. We used a qualitative inductive
approach to analyze over 300 pages of transcripts which resulted in a rich description of 11
key insights (“gold nuggets”) taken from these interviews.

Introduction

With the number of cybersecurity attacks increasing year-on-year, events like Log4j (Uberti et al., 2021),
SolarWinds (Murphy et al., 2020), and Colonial Pipeline (McMillan et al., 2021) are gaining more attention
from popular media while putting hundreds of millions of computers at serious risk. Policymakers around
the world have realized that they must “do something” to intervene (e.g., (Rundle, 2021)). That “something”
usually takes the form of new laws and regulations. However, do these new regulations actually help
improve organizational cybersecurity or, ironically, might they actually impede their improvements in
cybersecurity?

New Regulations are enacted as a means to encourage organizations to improve their cybersecurity postures
(Khemani & Shapiro, 1993). The Colonial Pipeline hack resulted in the US government issuing cybersecurity
regulations for the first time to the pipelines and natural gas industry (R. Smith, 2021), an industry that
was historically reliant on self and voluntary reporting. Other critical infrastructure industries are also being
targeted (e.g., see (Volz & Uberti, 2021) and (Uberti, 2021)) for additional regulatory oversight.

With an expanding regulatory landscape, the question is often raised, in what ways do regulations influence
organizational cybersecurity maturity? However, minimal research has addressed this topic area
specifically, and, organization-level security issues, generally (De Vaujany et al., 2018; Wall et al., 2015).

To answer this question, our team of MIT researchers, in partnership with an industry stakeholder,
conducted in-depth interviews with 22 cybersecurity stakeholders operating on 6 continents. Our
interviewees represented a variety of contexts, including academia, industry, and regulators. The interviews
were held with CEOs, CISOs, CTOs, vice-presidents, product managers, consultants, researchers, and
regulatory engineers. Our data collection yielded a corpus of transcripts in excess of 300 pages. We used a
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qualitative inductive approach for our analysis of the data; this approach yielded key insights about the
interaction of cybersecurity and regulations.

In this paper, we report the key insights that emerged from our interviews and analysis. We refer to these
insights as “gold nuggets”, i.e. important lessons that should be shared. We also propose strategies which
organizations can pursue to capture the “shine” from these nuggets. Before presenting these findings, we
first acknowledge the current state of research on this topic and provide an overview of our methodological
approach.

Literature Review

Our review of cybersecurity and regulation literature primarily focused on the information systems (IS)
domain. This is due to the relevant perspective of the IS discipline to our research question addressing the
interaction of cybersecurity and regulations (i.e., focusing only on the more technical computer science
perspective of security would miss key managerial aspects; focusing only on policy or law journals would
miss the managerial and technical perspective that the information systems literature captures).

While some scholars have reported that regulations can facilitate organizations’ cybersecurity efforts
(Chabinsky et al., 2017; Sterns, 2020), a majority of the research in this area identifies the complexities and
challenges regulations introduce (Bayard, 2019; Mohammed, 2017; J. Smith, 1993; Sterns, 2020). For
example, the actions of both managers and employees have been identified as critical influences on the
success or failure of regulatory efforts. Specifically, managers need to be aligned with employees (Hsu,
2009) and managers need to set the proper tone by demonstrating that they prioritize compliance
(Buchwald et al., 2014; Spears et al., 2013; Warkentin et al., 2011). At the employee level, employees need
to be more aware of controls and requirements to effectively minimize risk (Spears & Barki, 2010), a lack
of employee buy-in can threaten the positive effects of regulations (Warkentin et al., 2011), and, too many
security interventions (in general) can lead to a sense of security fatigue (Cram et al., 2021).

Outside of manager and employee dynamics, a number of other factors have been explored. In terms of
research on regulations, some scholarship has focused on regulation development (S. Smith et al., 2010),
the social and political influences affecting regulation development (Backhouse et al., 2006), and the
implications of regulations not accounting for industry or organizational differences (Siponen & Willison,
2009). Additionally, scholars have explored the effects of compliance requirements on smaller
organizations (Wall et al., 2015), the effects of organizational resource allocation on compliance efforts
(Kwon & Johnson, 2013), and the negative implications of organizations’ and courts’ need to interpret
regulatory requirements (Gozman & Currie, 2014; Lechner, 2012) (i.e., how can an organization be
punished for noncompliance if regulations can be interpreted differently and there is no clear
understanding of what compliance actually means?). Finally, research has also addressed the broader
question of how compliance relates to security outcomes (Marotta & Madnick, 2020; Wladawsky-Berger,
2021).

Despite the work that has been done to date, there have been numerous calls for additional scholarly
attention to IT-based regulation topics (De Vaujany et al., 2018), and, more generally, a need for more
scholarship on organization-level security issues (Belanger & Crossler, 2011; Crossler et al., 2013; Pavlou,
2011; J. H. Smith et al., 2011; Wall et al., 2015). Our research is a response to these calls as it takes a step to
help illuminate the complex dynamics at the heart of regulatory response and organizational cybersecurity.
In the next section, we discuss our methodological approach.

Methodology

Our dataset is comprised of over 300 pages of transcripts collected from 22 interviewees during semi-
structured interviews; these interviewees represented 19 distinct companies. In aggregate, these interviews
spanned over 20 hours of discussion about cybersecurity and regulation topic areas. Our interviewees
represent a variety of industries (e.g., technology, finance, industrial control systems, regulators, etc.) and
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are employed in high-ranking organizational roles (e.g., CEOs, CISOs, CTOs, etc.). We also sought an
international perspective as a third of our interviewees are affiliated with companies based outside of the
United States and six of the companies based in the United States operate internationally (i.e., half of our
sample accounts for an international perspective on regulations and cybersecurity). All interviews were
recorded to capture audio and video data, which was then used to validate transcripts that were
automatically generated by our videoconferencing platform.

As described in the previous section, minimal IS scholarship on cybersecurity and regulations has been
conducted at the organizational level. Due to this lack of theoretical framing, we chose a qualitative
inductive approach for data analysis inspired by a coding-based technique commonly used in the IS
literature (Levina & Vaast, 2008; Urquhart et al., 2009). There has been extensive discourse about the
proper use of this approach and scholars have applied it differently (Matavire & Brown, 2013). We used it
to identify emerging themes in our qualitative data that were then used to develop a rich description
(Wiesche et al., 2017). Our rich description is organized as a collection of insights to help organizations and
regulators better understand the interplay of cybersecurity efforts and regulations (rich descriptions are a
standalone contribution that can result from this type of methodological approach; see (Chang et al., 2011;
Lederman & Johnston, 2011; Ribes & Finholt, 2009)). The following section presents these results.

Results

Our analysis of the data revealed the following eleven key takeaways, which we refer to as “nuggets”, that
organizations and regulators should consider to help maximize the value of cybersecurity regulations.

Nugget #1: Compliance can be your friend

As a starting point, regulation was supported by ALL the interviewees to establish baseline cyber defenses
in different industries because it provides:

A Baseline: Regulation establishes a baseline set of expectations with regards to cybersecurity that can be
well understood;

Attention and support: Regulation assists in getting the required attention and support from the board to
address cybersecurity;

Secure funding: Regulation helps secure funding for cybersecurity initiatives. Some companies may have
no cyber capabilities if compliance did not force their hand;

Legal support since regulation is the law: so it is not challenged by employees and requires less effort to
get their support and buy-in to implement controls;

Assurance: Regulation gives assurance to the board and employees that the organization is addressing
cybersecurity defenses. The organization is also able to report on the type of defenses they implemented
with the funding provided; and

Avoidance of key-man dependency: Regulation decreases key-man dependency risk. Regulations and
standards ensure that an organization implements controls that are not dependent on a key individual
within the organization, but rather on requirements created and used by a wider community.

One interviewee indicated that their own research showed 70% of companies argued for more regulation to
enable better cyber outcomes. Evolving regulation can help raise the baseline cyber posture within
organizations.

Implications for management: Regulation can be leveraged to establish and evolve
baseline cybersecurity within any organization.

Nugget #2: Compliance does not mean secure, security needs maturity

Cyber risks extend beyond the scope of regulation, because being compliant does not mean that you are
totally secure. An example was raised where a retailer was Payment Card Industry (PCI) compliant but was
still attacked and ultimately hacked (Moldes, 2018). The maturity of the cybersecurity programs within
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organizations directly influences how well they are managing their cyber defenses.

It was also noted that certain regulations can be outdated, which directly impacts the cybersecurity of an
organization. One institution had to build a different system architecture and downgrade their security on
that system to be compliant with FEDRAMP (Federal Risk and Authorization Management Program),
because that regulation was exceptionally stringent while also being outdated.

Organizations with mature cybersecurity programs may view regulation as a hindrance to further improve
their defense. Resources committed to improve cybersecurity were in some cases re-prioritized to address
laborious compliance requirements, which was not the best use of resources for the organization from a
cyber risk management perspective at that point in time. In one instance, a bank decided that being non-
compliant was the most appropriate risk management course of action. They stopped their compliance
remediation program (and took the risk to possibly incur fines) and prioritized their cyber resources to
enable employees to securely work-from-home during the COVID pandemic. It should be noted that
compliance by itselfis perceived to have “zero tolerance for risk”, while risk management accepts, manages,
avoids or transfers different risks. This highlights that taking a risk management approach to cybersecurity
can assist companies to better achieve their business objectives.

Specialist cybersecurity technology companies are engaged when companies want to “raise the bar” with
regards to cybersecurity, and not only manage compliance. It is worth noting that these technology
providers are normally not exposed to the same regulatory requirements of their client companies.

Organizations with cyber programs that they deem to be mature or advanced, are constantly focusing to
develop and deploy new cyber capabilities. They can pursue this, because their cyber “foundations” are
strong, i.e. they have already established the baseline security required by the regulations.

Once an organization establishes a baseline cyber capability, they should focus on managing the risks to
which the organization is exposed. If there are bigger risks to address, these should be prioritized as opposed
to regulation driving prioritization.

Implications for management: After establishing baseline cyber capabilities,
organizations should take a risk management approach to cybersecurity to further
mature their posture as compliance does not mean secure.

Nugget #3: Small and Medium Enterprises (SMEs) are often forgotten

A shared view was that small businesses tend to follow little, if any, regulations at all. More often than not,
they do not have the resources to be able to comply. An example was provided where a sewing shop was
hacked and pornography was sent to all the shop’s clients. The shop owner had no idea how to respond to
this (or even where to report it), and just informed her clients when they called the shop. She did not even
change her password post the event, as she felt the hacker would only “bypass” it again.

It was also indicated that software start-up companies view compliance across a “continuum” between
business and engineering needs. Business orientated employees view compliance as something to address
in the future. Their initial focus is to build and launch a product that people care about and are willing to
pay money for, as quickly as possible. Once that is accomplished, they believe there should be more
resources available to address compliance. Engineering oriented employees, on the other hand, want to
design and build solutions with robust defenses in-place from the outset and want to avoid rework in the
future (i.e. incorporate the compliance requirements during the initial build phase). This creates tension
within the organization that must be managed constantly, tension between becoming commercially viable
while protecting your organization and your clients. For start-ups, it appears that the commercial needs
often initially trump compliance requirements, and organizations are willing to accept this risk.

One interviewee felt that “they (small businesses) are just being thrown to the wolves”, as cybersecurity
(and compliance) is simply not a priority in most cases.
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Implications jfor management: Greater organizational scaleand size facilitates
compliance, while compliance can hinder SMEs ability to become financially sustainable.

Nugget #4: Cyber rating of software and hardware is needed

It was indicated that a market breakdown exists in the supply of cybersecurity solutions and technologies.
Massive information asymmetry exists between the vendor and the buyer of the technology. Anyone can
claim to offer cybersecurity solutions irrespective of such a claim being true, and this is having a negative
impact on the customers and the industry.

Cybersecurity is a complicated and very specialized industry, and most organizations do not have the skills
to do a proper evaluation of the software or hardware solutions they are buying. They may not know whether
the solution will really work for them or not. Even where they have cybersecurity personnel, it is unlikely
that they have the required expertise to do a proper technical evaluation of the solution, as it is exceptionally
difficult and onerous. Significant reliance is placed on Gartner and Forrester reports when selecting
solutions. Usually a product is only trusted after it has been used for a couple of years.

Only exceptional companies with significant resources may have the capability to technically evaluate these
technologies. This is even more challenging because it not only depends on the organization who chooses
to adopt the technology, but also on their suppliers whose products they incorporate.

A need remains to rate/rank cybersecurity tools & services. Certification that consists of a technical review
and assessment performed by an independent, suitably-qualified third party can provide better insight and
comfort to organizations, whether a specific tool or service can benefit their cyber defenses. This has a
downside, as it can create a false sense of comfort, as cybersecurity requires more capabilities than only
technical solutions (e.g. training and awareness of staff).

Implications for management: Cyber ratings of cybersecurity products and services would
be a great aid to all companies, but especially SMEs.

Nugget #5: Cyber ratings of partner organizations in supply chains is increasingly
important

A similar situation exists when deciding whether partnering with another organization is safe, especially a
SME. For example, the Target hack occurred via an attack on its air conditioning maintenance company,
an SME, which had access to Target’s main systems (Manworren et al., 2016).

Some organizations’ cybersecurity postures are assessed by cyber rating agencies such as BitSight and
SecurityScorecard, which are increasingly used to manage third-party risk. For example, it was reported
that the cybersecurity of SolarWinds, which was hacked and provided the path for the hackers to attack its
clients, was below “average.” It begs the following questions: did anyone check their rating? Was that rating
high enough to feel safe?

Implications for management: Cyber ratings of a partner/supplier provides better insight
into the risks inherent within the supply chain and assists to better manage third party
risk.

Nugget #6: Integrate and standardize risks and controls

Various companies are struggling to manage multiple regulations that also vary when they operate in
different countries. One stakeholder’s organization had to comply with more than 300 regulations across
the globe.

In certain instances, the regulations are very similar but with small nuances. Difficulty starts when the
regulations are in conflict, for example the duration that client data must be protected in different
jurisdictions. The main challenge with such an inconsistent, incoherent and increasing regulatory burden
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is that organizations lose sight of the “prize” (strong cyber defenses) and get stuck trying to sort the
compliance “weeds”. This can result in compliance being managed by taking a risk-based approach, i.e.
prioritizing only the compliance issues that are deemed to be the greatest risk to the organization (and the
important, basic cyber foundation not being established).

An emerging approach to address this is that companies create a single, standardized risk and controls
framework with standardized compliance and risk language. This framework then maps the controls to the
respective governance, risk and compliance requirements that the company must adhere to in different
jurisdictions. It is a “build once and use many times” approach to manage complexity.

Organizations that have successfully adopted and implemented this approach deem it as a competitive
differentiator, especially in an increasingly digital operating environment where controls are better
automated and visualized.

Companies are also increasingly designing compliance into their processes and client journeys. This enables
better compliance and can improve the client experience, while being more cost effective (and less painful)
compared to if it were to be retrofitted. Having a standardized risk and controls framework available to be
leveraged supports this approach (“build once and use many times”).

Implications for management: Create a centralized, standardized risk and compliance
Jramework that is mapped to different regulations to better manage complexity,
compliance and risk.

Nugget #7: Quantify your cyber risk appetite

Throughout the interviews, organizations constantly referred to a risk appetite that supports their digital
ambitions. It was also highlighted that many struggle to quantify this “appetite”.

The financial services industry has strong expertise to identify, measure, monitor and price risk. Some of
the companies interviewed in this sector are now focusing on maturing their management of cyber risk by
developing a quantitative, measurable “cyber risk appetite”. One interviewee highlighted an example where
the company chairman described their cyber risk appetite as being prepared to accept any attack which cost
them not more than half the year's profit.

Such dollar-based cyber costs involved in cybersecurity events include:

Loss of business, clients, money (direct revenue impact);
Operational downtime (wasted resources, required overtime, cash flow impact, etc.);
Data breaches (detection and escalation, notification to clients, required remediation of data). IBM
Security estimates that data breaches now cost companies $4.24 million per incident on average (IBM,
2021); and

e Reputational damage (possible share price impact and longer-term impact on client base).

A quantified and measurable cyber risk appetite makes the risk more tangible to executives, management
and board members. It serves as an indicator of the financial impact that cybersecurity events can have on
their business, while at the same time providing guidance on the level of risk taking that is deemed
appropriate. Banks are regulated to hold capital for their operational risk exposure (of which cybersecurity
is a part) and this approach helps to understand the respective cyber risks within their operational risk
profile.

Implications for management: A quantifiable, monetized cyber risk appetite provides
improved guidance to personnel and the board on the extent of cyber risk and further
matures its capability to manage it.

Nugget #8: Unregulated firms are building a “regulatory moat”
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Regulated firms view regulation as a non-differentiating component: it is a requirement that everyone in
the industry must meet to operate. On the other hand, firms that are effectively unregulated (e.g. cloud
providers such as Amazon Web Services, Microsoft Azure, Google Cloud, etc.), view regulation as a
competitive differentiator. They are increasingly focused to deliver regulation-compliant solutions on
behalf of their clients.

Certain unregulated companies also expressed that compliance can be a barrier to better cybersecurity.
Where cybersecurity technology provider companies cannot adhere to a possible client’s compliance
requirements, their technologies are not utilized by regulated companies, irrespective of their ability to
improve the client’s cyber defenses. This may be to the detriment of the client organization’s cybersecurity
efforts, as the compliance consideration overrides the actual cybersecurity benefit to be realized.

But this barrier is also the opportunity for the unregulated cybersecurity companies that can meet the
compliance requirements. Helping client companies in managing their compliance while improving their
cybersecurity is viewed as a key competitive advantage by technology companies. One interviewee (from a
company in an unregulated industry) indicated that it is their goal to build a “regulatory moat” by improving
the experience of their clients, which can include helping them be compliant.

As non-regulated companies are providing more regulatory compliant services to their clients, the clients
are increasingly becoming dependent on them and increasing their third-party risk exposure. By providing
more services, these unregulated (technology) companies are slowly “eating the world of traditional
businesses”, which can impact the long-term prospects of these companies.

As highlighted in Nugget #6: “Build standardized controls once and use many times”, organizations should
design compliance into their processes and controls from the outset. Companies adopting this approach
can create better client experiences with less friction (e.g. through automation of verification checks or re-
use of available information). Companies need to continuously develop their own intellectual property and
benefit their clients to remain competitive. Better client experiences with better compliance increases trust
between the client and the organization, which can translate into a competitive and differentiating
advantage within the industry.

Implications for management: Companies need to leverage compliance into a competitive
advantage through better client experiences and trust to remain competitive.

Nugget #9: Regulators should be a partner and not the police

It was requested that the vast sea of regulations should simultaneously be reduced and better integrated. A
regulating authority confirmed that they do rely on available standards instead of starting something new,
but no mechanism exists that drives harmonization across different regulations. There is significant
responsibility placed on industry participants to review and comment on proposed regulations to drive this
harmonization.

A possible way to address this is to create an authority whose task it is to drive harmonization between
different regulating and standard setting bodies that affect cybersecurity. Such an authority must have veto
rights on proposed changes to different regulations and standards.

Companies also want regulating auditors to approach their role in a constructive manner, to focus on the
big issues and make suggestions to improve overall cyber posture and possibly even overlook minor
violations. The auditor should be viewed as an ally, as opposed to being an adversary. The purpose of an
auditor and a regulator is to be overseeing and challenging, and support organizations to make the right
decisions in terms of how they manage the risk of the organization. They should not be viewed as a
policeman coming to look and find as many violations as possible.

This creates a carrot whereby cyber posture can be improved. The stick, the issuing of regulatory fines,
should still be available to ensure minimum compliance is adhered to. The stick should have enough
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firepower to promote correct behavior but is only to be used as a last resort.

Implications for management: Regulating and standard setting bodies should work
together and become partners of their constituents, and not be the cyber police.

Nugget #10: Together we are stronger

Companies expressed a need for better information and insight generation amongst peers, as attackers are
seen to be “out-inventing” the defenders. Frustration was expressed by companies, because regulatory
authorities only “take” information submitted and give very little in return (for example industry insights).
Where regulatory authorities share information, it is viewed to be outdated or not helpful.

Industry bodies have been created to address this need, such as Information Sharing and Analysis Centers
(ISACs) in the US. They help organizations in not only being aware of what they themselves are seeing, but
also what other organizations are seeing. It also creates camaraderie within the industry. But more can be
done.

It is important that security working groups are created for all relevant industries. For example, the North
American electrical grid is creating a new security working group that will consist of the top cyber experts
(public and private) within the industry. This group will look at true cybersecurity threats coming from
nation states (NERC, 2021). Deep and systematic vulnerabilities are to be identified and unpacked, to
understand their respective risks and consequences, and how they can be mitigated.

This is a step continuing in the right direction, but the industry is asking for more immediate action and
assistance.

Implications for management: Each industry must have an industry body established that
is able to collect information from stakeholders and share relevant, valued, and timely
insights and events in a trusted environment.

Nugget #11: Cyber investment should be encouraged and promoted

Cyber investments are in some instances viewed as “grudge” purchases because they are made to mitigate
against risks that hopefully never materialize, while these risks are at the same time continuously evolving.
Many companies only start investing in cybersecurity after a cyber event materializes.

A significant advantage can be realized if cyber related investments can be recovered in some form. This
can be achieved, for example by creating more favorable taxation structures that promote cyber
investments, or by allowing cyber related costs to be recovered in the base rate granted to energy companies.
For example, Maryland launched the Buy Maryland Cybersecurity (BMC) tax credit scheme, that allows
companies to claim a tax credit for 50% of the net purchase price of cybersecurity technologies and services
purchased from a Qualified Maryland Cybersecurity Seller (Buy Maryland Cybersecurity (BMC) Tax
Credit, 2018). Maryland also created a funding mechanism to encourage investment into the Maryland
cybersecurity industry (Collins, 2022; Irani et al., 2015).

Implications for management: Cyber practitioners and industry groups should lobby that
cyber investments can be better recovered through more favorable taxation structures or
other funding mechanisms. Precedent for this has been established.

Conclusion

Cybersecurity breaches continue to have a profound impact on all types of organizations and critical
infrastructure. Policymakers are increasingly enacting regulations to promote better cybersecurity, but the
net effect of regulations on cybersecurity remains unknown. Our research was conducted to establish a
better understanding of the dynamics at play in this problem space. We used a qualitative inductive
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approach to analyze over 300 pages of transcripts collected during 22 interviews with cybersecurity and
regulatory experts. Our analysis resulted in a rich description of key takeaways, which we refer to as
“nuggets”, that organizations and regulators can reference to help maximize the value of cybersecurity
regulations. Some of these insights include our assessment that (1) organizations generally appreciate the
assistance that regulation gives them to improve their defenses, (2) a balance needs to be maintained that
allows industry to use more imagination solving cybersecurity problems, and (3) managing cyber risk is
critical to improve the overall resiliency of any organization in an increasingly digital environment.
Collectively, our findings serve as a launching point for future scholarship in this area to (1) develop theory
and (2) articulate more detailed practical recommendations for industry.
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