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Abstract

Security breaches continue day in and day out unabated as the headlines beam in our
faces. The 2022 update to the ISO27002 takes cybersecurity seriously more than ever
before. Not only that, ISO27002:2022 acknowledges contextualizing by categorizing into
four areas of Organization, Technology, Physical, and People (OTPP). The socio-technical
aspects of cybersecurity is brought to the fore. Critical realism has made inroad in
information systems; a discipline acknowledged to be socio-technical in nature. The same
cannot be said of cybersecurity. This research investigates how critical realism is used in
cybersecurity (information security), to what extent it is used, and how it can be leveraged.
The review, a hybrid systematic-scoping review, leverage systematic review platforms,
Python libraries for pattern and clusters. In emphasizing context over content, the review
screening identified nuances: intra citations among authors, intransitivity of digital
technology, emergent mechanisms requiring attention in cybersecurity

Keywords: critical realism, explanatory, cyber risk, cybersecurity, information security,
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“Introducing the Battleground... and the Road to Peace? Since its infancy, IS
research has struggled to reconcile the simultaneous technological and social nature of
information systems” — Cecez-Kecmanovic et al., 2014, p. 810

Introduction

Security breaches continue day in and day out unabated as the headlines beam in our faces. They
practically occur unabated, as if they might become a ‘new normal’. The ISO 27002:2022 has now
included cybersecurity in its name while missing definitions (Adesemowo, 2021) for essentials such as
information assets, IT assets, and cybersecurity. Hopefully, they will come through in ISO27000, the
nominal ‘standard’ for all ISO2700x suites of standards. What we must not miss, though, is the
contextualisation in the ISO 27002: 2022. Cyber or cybersecurity is no longer ‘hanging’ in the ISO2700x
suites. More importantly, ISO 27002:2022 contextualises the cybersecurity (information security)
domain: Organisation, Technological, Physical, and People (OTPP). These four broad categorisations
‘control’ the 93 controls, out of which 11 are new, 24 were merged and 58 controls revised from the
previous ISO 27002:2013.

The ISO 27002 contextualisation provides an opportune moment for researchers (and practitioners alike)
to consider critical realism, and to engage with evolving dynamic nature of digital technologies
(Adesemowo, 2021; Baskerville et al., 2020). More especially, the dialectical intransitivity and transitivity
dimensions of critical realism (Bhaskar, 2013; Dobson, 2001). Readers are referred to articles that have
explained critical realism in-depth among many writeups (Bhaskar, 2013; Mingers, 2001; Preko &
Boateng, 2020; Wynn & Williams, 2020) while noting (Archer et al., 2013; Smith, 2006)Body of the paper
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Research domain

Critical realism no longer sits in the peripheral; it has increasingly made its way into the information
systems domain with special conference tracks and calls for papers in journals, including the ‘basket of
eight’. However, there has not been a commensurate investigation into how critical realism is used in- and
can advance cybersec/infosec. The research question is:

... “Is critical realism (CR) used in cybersecurity/information security, or to what extent is CR used, and
how can CR leverage infosec/cybersec studies”...

The research question is against the backdrop that ‘non-technical’ aspects of cybersecurity are socio-
technical in a similar light to information systems (where critical realism has made an inroad)

2.1  Methodology: Hybridized scoping review

The aim is to gain understanding into the ‘how’ of CR use in cybersec/infosec with an emphasis on
governance. It is not so much of the ‘what’. For this study, two things of interest in its approach are
considering full-text availability as part of the title-abs-key screening and the balancing act of finding a
tilting middle ground between systematic and scoping review by leveraging the PRISMA-sCR guideline
(Tricco et al., 2018). Nonetheless, the rigor, validity, ‘explicity’, and reproducibility entrenched in a
systematic review were not discarded entirely. This paper was guided by the three phases of ‘planning’,
‘conducting’, and ‘reporting’ (Brereton et al., 2007; van Dinter et al., 2021)

Findings and way forward

The search conducted in March 2022 yielded 124 articles. Upon review according to the protocol, twenty-
four papers were included for full-text screening and data extraction. The review process is presented in
Fig. 2, and the spread of included papers in Fig. 1. Multi-layered review approach in ReLiS (Bigendako &
Syriani, 2018) facilitates rigor and reproducibility, and reduces bias.

In emphasizing context over content, the review screening identified nuances: intra citations among
authors, intransitivity of digital technology, emergent mechanisms requiring attention in cybersecurity.
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Fig. 1. Screening: n=124 papers count per year, excluding reverse-search (snowballing
based on Larsen et al. (Larsen et al., 2019)
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Identification of new systematic narrative review
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Fig. 2. Modified PRISMA-based flowchart highlighting the review process: [Flowchart
drawn with Haddaway’s toolkit (Haddaway et al., 2021; Page et al., 2021) and modified
manually]
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