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Abstract 
Recent high-profile active shootings, firearm safety and response have unfortunately become a 
pressing issue and a severe subject of public safety.  This paper presents a solution for real-time 
shooting detection that could be implemented by law enforcement, military, government, schools, 
homeowners, and businesses, etc. to identify the source and, in some cases, the approximate 
coordinates and location of the gunfire.  The system is intended to detect and alert for a faster and 
better response for possible crimes, mass shootings, assaults, carjacking, trespassing, illegal 
weapon usage, among others. The proposed application combines a simplified machine 
learning/artificial intelligence approach creating models with TensorFlow Lite to detect the type of 
weapon, location, and send real-time notifications. The application was implemented and tested on 
Android-based mobile phones obtaining an accuracy of 86.90%, average of the evaluated pistols 
with 90.60%, revolver evaluated with 88.50% accuracy and rifle with 81.60% accuracy. 

Keywords: Acoustic Firearm Classification, Android Gunfire Detection, Machine Learning,
TensorFlow Lite. 

Introduction 

Nowadays, crimes, mass shootings, assaults, carjacking, and trespassing are among the most tragic and 
growing problems of our time.  According to the researcher, the indiscriminate shooting rampages in 
public places accounted for approximately 0.5% of homicides in the United States in 2019 (Follman, 
Aronsen, & Pan, 2021; Centers for Disease Control and Prevention, 2020). In addition, an estimated 71% of 
adults experienced fear of mass shootings as “a significant source of stress in their lives,” causing 1 out of 3 
people to avoid certain public places, according to a national survey by the American Psychological 
Association (American Psychological Association, 2019; Brixen, 2009).  

It is difficult for law enforcement agencies to determine the exact location of the crime and even more 
difficult to respond quickly.  Gunshot analysis has received significant attention from both the military and 
scientific communities.  Acoustic analysis of gunshots can provide helpful information, such as the 
shooter’s position, the projectile trajectory, the caliber of the gun, and the gun model (Raponi, Ali, & 
Oligeri, 2020).  The purpose is to use technology to make the world a safer place and make the benefits of 
protection accessible to all. Artificial Intelligence and machine learning using mobile sensor 
technology make detection more affordable and replicable. 
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This project is intended to reuse phone for social protection, easy to keep connected mass usage, social 
environment, and more. Although phones are expensive, they are highly capable and readily 
available, alleviating the need for even more expensive and harder to install hardware like cameras and 
security systems or old-fashioned voice recorders.   The proposed application combines a simplified 
machine learning/artificial intelligence approach creating models to detect the type of weapon, location, 
and send real-time notifications.  The designed application evaluates handguns (pistol / revolver), and 
rifles.   Handguns have the highest homicide weapon rate in United States.  Even though rifles have a low 
homicide rate, it is popular within active shootings and is evaluated in the experiment.  

The rest of the paper is organized as follows: Section II describes the design and implementation of the 
system. Section III gives an overview of the related works on shooting detection systems.  Section IV 
includes the evaluation and discusses the results of the application experiments. Section V concludes paper 
and summarizes the application features. Section VI illustrates the most relevant possible applications and 
sets forth directions for future research. 

Related Works 

There have been several efforts to create efficient and accurate weapon detection systems to provide a faster 
response. Existing systems are expensive and hard to be escalated. Most of them used by the military and 
private sectors at very expensive cost. The existing solution requires installation of equipment and sensor 
in multiples areas.  Few examples of the most used shotting detection system found.   

A. Guardian Indoor Active Shooter Detection System

Guardian combines acoustic gunshot detection technology with infrared sensor muzzle flash detection to 
provide immediate detection and alerting with zero false alerts. The integration between Security Center 
and Guardian Indoor Gunshot Detection enables customers to immediately react to a gunshot event and 
activate their emergency response.  Guardian Gunshot Detection leverages both audio and infrared (IR) 
detectors to immediately identify a gunshot event and its location, within Security Center. Create unique 
custom events and trigger immediate distress signals and emergency responses (Partner solutions, 2021). 
The shooter detection system was created through a partnership of the Defense Advanced Research Projects 
Agency (DARPA) and a major defense contractor. The technology has already saved lives on battlefields 
around the world, and is now being implemented by businesses worldwide to protect their people and assets 
(ASI Security, 2021).  

B. 3xLOGIC’s Gunshot Detection System

3xLOGIC Gunshot Detection identifies a gunshot using concussive force recognition technology the system 
is a self-contained device.  Utilizing a range of 75 ft. radius with a 360° coverage. The solution minimizes 
the number of sensors needed to be affordably covered.  Gunshot detection solution does not utilize 
microphones, infrared sensors, or complex analytics - just an affordably simple sensor solution that is part 
of your active shooter safety and security measures.  The Gunshot Detection’s infrastructure has no need 
for software, servers, or relay board (3xLogic, 2021).  

C. ShotSpotter

The ShotSpotter mass shooting detection system can be costly, ranging from $65,000 to $85,000 per 
square mile, with a minimum coverage area of three-square miles. Equipment and data are available only 
via lease. Leasing equipment can reduce upfront costs, which helps make the price more manageable for 
some departments. ShotSpotter owns the data collected with its equipment and leases access to the data to 
police departments with an annual subscription. These agreements may prohibit departments from 
releasing the data to the public, so the public is unaware of incidents captured by ShotSpotter or subsequent 
arrests. In addition, ShotSpotter leases are structured so that police departments lose data access upon 
contact termination; this can decrease competition in the market (Gatens & Reichert, 2019). 
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System Description 

The presented application is a partial implementation of the system presented, adding real-time features to 
the detection capability.  This prototype use TensorFlow Lite audio classification, combined with GPS 
location, provided by the mobile phone embedded GPS.  The architecture of the system consists of three 
main modules: the data collection module, the gunfire detection module and the locate alert module, as 
shown in Figure 1. Altogether, these three modules are executed periodically in a sequential manner in the 
mobile device. 

Fig.  1. System architecture. 

A. Data Collection Module

The initial module in the architecture oversees gathering the audio from the phone input microphones.  The 
application asks for microphone permission required by the Audio Recorder, to gather the audio to be used 
later in the detection module. The Audio Recorder is capable of recording audio that is provided by the 
Android SDK.  The audio recorder uses the default microphone audio source.  The audio format used is 
single-precision floating-point per sample.  This encoding this encoding specifies that the audio sample is 
a 32-bit IEEE single precision float. The nominal range of the encoded audio data is [-1.0, 1.0].  The sample 
rate was 16kHz mono expressed in Hertz; recorded with one microphone channel. 

B. Gunfire Detection Module

The Detection Module is the most important module of the system.  The real-time algorithm for shooting 
detection based on model is shown in Algorithm 1 and consist of two sub algorithms: shooting detection 
and classification algorithm. 

Algorithm 1. The shooting detection algorithm consist of call to the data 
collection module, shooting detection and location alert module 

1:   procedure SHOOTING DETECTION 
2:       Initialize & Start sampling timer (1500ms) 
3:       // Store samples of Audio recorder every 1500ms 
4:       AudioData []  ß AudioRecorder
5:   Initialize & Start sampling timer (1500ms) 
6:  function onTick() 
7:   // Interval analysis  
8:  Events [ ] ß Shooting Classification (AudioData [ ]) 
9:  Filter Results [ ] by threshold 
10: GPS request 
11: Alert Routine  
12:     Clear AudioData [ ] and Events[ ] 
13:     Re-start Countdown timer  
14:      end function 
15:     end procedure 

The forensics individual weapon recordings lasted less than 2 seconds; the shooting detection algorithm is 
executed every 1.5 seconds over self-contained audio data segments, using 1.5 seconds showed better 
detection result between using 1 seconds or 2 seconds. This splitting approach simplifies the complete 
trajectory and resets the cumulative errors by considering independent traces. This value offers a good 
trade-off between user feedback and high processing load.   

Data Collection Gunfire Detection Locate and Alert
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The application uses TensorFlow Lite audio classification with YAMNet. YAMNet is a deep net that predicts 
521 audio event classes from the AudioSet-YouTube corpus it was trained on. YAMNet is an audio 
classification model incorporating the MobileNetV1 Depthwise separable Convolutional neural networks 
(CNN) architecture that has been pre-trained on the Google AudioSet dataset. YAMNet does not require 
any feature extraction before passing the audio data into the model as the model has a feature extraction 
layer built into the model. The feature extraction layer converts the audio data into spectrograms which are 
then passed into the MobileNet. The only data preparation needed for YAMNet is resampling the audio 
clips into 16000 Hz with single-channel audio (Malmberg, 2021).  

Convolutional neural networks are artificial neural networks using convolution layers and pooling layers to 
extract features from the input data. Input is passed into the convolutional layers which perform feature 
extraction by having filters convolve over the input data. Once the filters have convolved over all the data a 
feature map is generated. This feature map then gets passed into a pooling layer which is used to sub-sample 
the feature maps reducing their dimensions and size which is done to reduce the need for computational 
power. 

TensorFlow is a machine learning library created by Google to allow for easier machine learning model 
creation, training, and deployment. TensorFlow Lite is a part of TensorFlow which was created to run 
inference on devices such as phones or embedded devices. TensorFlow Lite converts a TensorFlow model 
into TensorFlow Lite models which are smaller and able to run more efficiently. Optimizing the model is 
also easy with TensorFlow Lite as it offers post-training quantization. TensorFlow Lite also does not require 
the full TensorFlow library to be imported and can instead utilize the TensorFlow Lite interpreter package 
which features only the core requirements to run inference on lite models.   

The MobileNet model is based on depthwise separable convolutions which is a form of factorized 
convolutions which factorize a standard convolution (Fig 2) into a depthwise convolution, and a 1 × 1 
convolution called a pointwise convolution. For MobileNets the depthwise convolution applies a single filter 
to each input channel. The pointwise convolution then applies a 1 × 1 convolution to combine the outputs 
the depthwise convolution. A standard convolution both filters and combines inputs into a new set of 
outputs in one step (Papper, M. (2021, February 6). The depthwise separable convolution splits this into 
two layers, a separate layer for filtering and a separate layer for combining (Fig 3).  MobileNet uses 3 × 3 
depthwise separable convolutions which uses between 8 to 9 times less computation than standard 
convolutions at only a small reduction in accuracy. 

Fig.  2. Standard Convolution. Fig.  3. Depthwise Separable Convolution. 

Depthwise separable convolution are made up of two layers: depthwise convolutions and pointwise 
convolutions.  We use depthwise convolutions to apply a single filter per each input channel (input depth). 
Pointwise convolution, a simple 1×1 convolution, is then used to create a linear combination of the output 
of the depthwise layer.  Depthwise convolution with one filter per input channel (input depth) can be written 
as shown in Equation 1: 

𝐺
	",$,%	&	 !,#

∑ %!,#,&					•	 		)*+!,-,			.+#,			&  (1) 
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Where K is the depthwise convolutional kernel, F the feature map.  Depthwise convolution has a 
computational cost as shown in Equation 2: 

𝐷" • 	𝐷" • 	𝑀	 • 	𝐷' • 	𝐷'    (2) 

𝑫𝒌 is the spatial dimension of the kernel assumed to be square, M is the number of input channels (input 
depth) and 𝑫𝑭 is the spatial width and height of a square input feature map. Depthwise convolution is 
extremely efficient relative to standard convolution. However, it only filters input channels, it does not 
combine them to create new features. So, an additional layer that computes a linear combination of the 
output of depthwise convolution via 1 × 1 convolution is needed to generate these new features.  The 
combination of depthwise convolution and 1 × 1 (pointwise) convolution is called depthwise separable 
convolution.  Depthwise separable convolutions cost as shown in Equation 3: 

𝐷" • 	𝐷" • 	𝑀	 • 	𝐷' • 	𝐷' + 	𝑀	 • 	𝑁	 • 	𝐷' • 	𝐷'    (3)

Where N is the number of output channel (output depth).  Depthwise separable convolutions cost is the 
sum of the depthwise and 1 × 1 pointwise convolutions.  By expressing convolution as a two-step process 
of filtering and combining we get a reduction in computation of as shown in Equation 4: 

=	(*•	(*•	*	•	()•	()+	*	•	,	•	()•	()
(*•	(*•*•	,	•	()	•	()

=	 -
,
+	 -

(/%
    (4) 

MobileNet uses 3 × 3 depthwise separable convolutions which uses between 8 to 9 times less computation 
than standard convolutions at only a small reduction in accuracy.  

The application combines model detection and filters the result of the detected weapons with and highest 
results with a threshold of 70% of accuracy. If the system detects a shooting, then the third module is 
executed.  Before the Alert Module a previous energy efficient location is collected, reused low battery 
location, this is not as precise as GPS location, but it prepares for the next module.    

C. Location and Alert Module

This module executes if and only if a gun shooting is detected in the detection step.  The location module 
manages the location, data class representing a geographic location; latitude, longitude, timestamp, and 
other information such as bearing, altitude, and velocity.  All areas generated through the location manager 
are guaranteed to have a valid latitude, longitude, and timestamp.  Kalman filter used to improve location 
accuracy combining network provider with GPS provider.  An alert will be sent to pre-determined users in 
real time with the finding and results of the module.  

Models and Evaluation 

The process of analyzing audio recordings use a classifier. The confusion matrix gives you detailed 
knowledge of how your classifier is performing on test data.  Each row of the matrix represents the instances 
in an actual class while each column represents the instances in a predicted class.  The confusion matrix is 
always a 2-D array of shape [n, n], where n is the number of valid labels for a given classification task.  The 
confusion matrix of the different models was analyses to retrieve the best results of the different 
experiments.  The matrix columns represent the prediction labels, and the rows represent the real labels. 
The first model has a higher accuracy with the pistol results (Fig. 4) with 94% correct classified cases, while 
the second model have better revolver results (Fig. 5) with 86% correct classification and the third model 
better rifle results (Fig. 6) with correct 81% classification. Darker blue represents a higher correct predicted 
value.  
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   Fig. 4. Pistol Confusion Matrix           Fig. 5. Revolver Confusion Matrix Fig. 6. Rifle Confusion Matrix 

The application was tested on Android Pixel 4 with API 32 arm64-v8a. Application Screenshot displayed in 
Figure 7 Showing display of the run of the M&P 40 results of the detected gunfire.  The location is detected 
to alert and send all the possible values of the location information, such as Latitude, Longitude, Horizontal 
Accuracy, Vertical Accuracy, Velocity, Speed, Bearing and timestamp between others.  The amplitude of 
the audio recorder with the shootings of the M&P 40 is displayed in Figure 8, S&W 34-1in Figure 9, and 
Rock River LAR-15 in Figure 10.

Fig. 7. Pistol detection Application Screenshot 

Fig. 8.  Pistol Visualizer of Audio Recorder 

Fig. 9. Revolver Visualizer of Audio Recorder 

Fig. 10. Rifle Visualizer of Audio Recorder
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Results 

For the experiments, four weapons in each category were fired and evaluated five times each one.  The 
categories are pistol, revolver, and rifle.  The weapons all where pre-recorded forensic files. The training 
data contains 1043 recordings, the test data contains 220 recordings. Training data and testing data where 
separate and later merged.  The models were trained by the researcher using the forensics audio files of the 
listed weapons (See link http://cadreforensics.com/audio/download/): 

- High Standard Sport King [.22LR, Pistol]
- S&W 34-1 [.22LR, Revolver]
- Remington 33 Bolt-Action Rifle [.22LR, Rifle]
- Lorcin L380 [.380 Auto, Pistol]
- S&W 10-8 [.38SPL, Revolver]
- Ruger Blackhawk [.357 MAG, Revolver]
- Glock 19 [9mm Luger, Pistol] (Qty 2)
- Sig P225 [9mm Luger, Pistol]
- M&P 40 [.40 S&W, Pistol] (Qty 2)
- HK USP Compact [.40 S&W, Pistol]
- Glock 21 [.45 Auto, Pistol]
- Colt 1911 [.45 Auto, Pistol]
- Kimber Tactical Custom [.45 Auto, Pistol]
- M16A1 AR15 [.223R/5.56, Rifle]
- Winchester M14 [.308W/7.62, Rifle]
- Remington 700 [.308W/7.62, Rifle]
- Rock River LAR-15 [.300 Blackout, Rifle]
- Russian SKS [7.62x39mm, Pistol]
- PWS MK107 Mod 1 [7.62×39, Pistol]

Each weapon is evaluated five times per test, then an average is calculated for each test per weapon.  The 
first table is for pistol result, the second table for revolver, third table for rifle result and fourth table 
combining all result in average.  Table 1 shows the results of the shooting segments, since the shoots were 
detected correctly for the five independent tests performed for each weapon. For instance, the first test had 
an accuracy of 94% during the first shooting of the Glock G19 and detection average of 90%.  The test was 
repeated five times for each pistol.  The pistols used were Glock G19, S&W 0.40, Springfield Armory Hellcat, 
and the SIG Sauer P365. 

Table 1. Results from detected pistols 

Pistol Glock 
G19 

S&W 
0.40 

Springfield 
Armory 
Hellcat 

SIG Sauer 
P365 

Test 1 94 91 96 90 
Test 2 85 94 94 90 
Test 3 92 96 95 88 
Test 4 88 80 92 87 
Test 5 93 83 90 94 
Average 90 88.8 93.4 89.8 

Table 2 shows the results of the shooting segments since the shoots were detected correctly for the five 
independent tests performed for each weapon. For instance, the first test had an accuracy of 87% during 
the first shooting of the Colt 0.38.  The test was repeated five times for each revolver.  The revolvers used 
were Colt 0.38, S&W 0.38, S&W 0.357 and the Rossi 0.38.  
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Table 2. Results from detected revolvers 

Revolver 
Detection 

Colt 
0.38 

S&W 
0.38 

S&W 
0.357 

Rossi 
0.38 

Test 1 87 92 89 88 
Test 2 85 93 84 90 
Test 3 89 90 83 91 
Test 4 88 92 81 90 
Test 5 92 93 86 87 
Average 88.2 92 84.6 89.2 

Table 3 shows the results of the shooting segments since the shoots were detected correctly for the five 
independent tests performed for each weapon. For instance, the first test had an accuracy of 81% during 
the first shooting of the AK-47.  The test was repeated five times for each rifle.  The rifles used were AK-47, 
M16 and the UZI.  

Table 3. Results from detected rifles 

Rifle Detection AK-47 AR-15 M16 UZI 
Test 1 81 84 85 80 
Test 2 80 88 85 77 
Test 3 84 83 86 75 
Test 4 86 80 85 76 
Test 5 82 82 81 72 

Average 82.6 83.4 84.4 76 

Table 4 shows that the evaluation of the system shows a combined detection accuracy of 86.90%.  Accuracy 
for evaluated weapons; pistols with 90.60%, revolver evaluated with 88.50% accuracy and rifle with 81.60% 
accuracy. The results of each type of weapon were combined in one single table to obtain a system average. 
This system was tested using pre-recorded forensic files with regulated time frame to obtain better results. 

Table 4. Average result for all the weapons 

Type Results 
Pistol 90.6 

Revolver 88.5 
Rifle 81.6 

Average 86.9 

Conclusions 

This paper presents a model to detect gunfire in real-time using exclusively the embedded microphones in 
current off-the-shelf smartphones. The application model includes three modules to collect the audio data, 
detect gunfire events and notify results. A series of algorithms and mechanisms combined with TensorFlow 
Lite are implemented to detect gunfire and alert. The evaluation of the system shows a combined detection 
accuracy of 86.90%.  Accuracy for evaluated weapons; pistols with 90.60%, revolver evaluated with 88.50% 
accuracy and rifle with 81.60% accuracy.  
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Future Work 

The detection system can provide accurate detection in different environments; this could leverage the 
number of domain and functionalities of mobile based on location aware services and context interaction. 
Several applications are described below.  

-Safer Public Spaces: School violence, hospitals, shopping malls, industrial facilities and more.  Actuate
works with educational institutions of all types to provide their communities with improved security and
peace of mind.

-Rapid Response: location systems could provide rescue services with an accurate and immediate
knowledge of user's position in case of emergency.

-Problem Solving:  Gunshot detection reports provided by citizens, demographics and physical features
of a neighborhood can help identify hot spots. This information can then be used to review the
effectiveness of an official’s response to crime scenes and analyze how these problems can be
acknowledged and resolved.

-Crime Prevention: information that crime analysts use to spot trends, locate concentrations of gun
violence, and produce maps to help authorities make tactical decisions about where to deploy patrols
and other resources.

For future work it is recommended to apply feature extraction techniques on the gunshot wave sound with 
Principal Component Analysis (PCA) analysis for overlapping identification.  PCA is used to reduce noise 
and reduce dimensionality. It doesn’t eliminate noise, but it helps to reduce it.  The idea will increase 
accuracy and recall parameters and identify feature vector contributors for machine learning classification. 

For future research the idea of incorporating video analysis using object detection combined with the audio 
classification module, to reduce possible false positive detections.  
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