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Abstract
Nuclear facilities are some of the most highly protected structures in the world. But rapid
technological advances, terrorism and the cyberwarfare, has increased the threat of cybernetic
attacks on nuclear facilities. Many of these attacks are aimed at altering the operation of the
machines within the facility to obtain confidential information about the supply chain. This article
focuses on integrating the blockchain technology as a transparent, monitoring mechanism for
material movement inside nuclear facilities. With this technology materials movements can be
tracked from their pointof-origin, while in transit, and arrival to its final destination. In addition,
with the use of smart contracts, automated rules can be triggered when certain conditions are
met, such as notifying when a material is running out or has been dispatched. Finally, this work
seeks to answer questions such: is the blockchain secure for mission-critical systems like nuclear
facilities.

Introduction
A Blockchain is a combination of mature technologies (e.g. Merkle trees, timestamps, hashes) that were
integrated by a person or group known as Satoshi Nakamoto (Satoshi, 2008). With the recent boom of
blockchains, numerous platforms that implement the blockchain have surfaced. One of the most notable
among them is Ethereum. This platform is easy to implement and is considered as a blank canvas for
building blockchain applications (Web 3). Other sectors have also benefited from the blockchain.
Companies such IBM and Hejia have united to provide blockchain capabilities for pharmaceutical supply
chains (Stanley, 2017). BHP Billton has created an application to trace geological samples from around
the world (Rizzo, 2016). Another sector that seems to be getting interested in blockchains is the UK
Nuclear sector with the company Guardtime. They are implementing a Keyless Signature Infrastructure
(KSI) technology to secure the Nuclear Power Plants (Guardtime n.d.). This paper is focused on the
nuclear sector. In this paper the Ethereum public blockchain will be implemented to create a basic web
page for simulating the transit of material inside a nuclear facility.

Methodology
We are analysing how the blockchain can be incorporated into the material movement system of Nuclear
Facilities with the focus of keeping track of all the transactions that occur when moving the materials.
Nuclear facilities operate under strict security protocols. Some of these rules demand adhering to a twoman rule for accepting material. Another important task in these facilities is to provide techniques for
monitoring and auditing data, in general.

Preparation and pre-processing
For the purpose of this work we utilize the Truffle and Ganache testing framework for the Ethereum
public blockchain platform. In addition, we utilize the Meta Mask browser plugin to access and interact
with the Ethereum decentralized application (dApps). As a base for our test, we have extended and
modified one of the tutorials available for the Ethereum platform (Truffle Suite n.d.). The web page
created shows various materials that can be moved to another area. Our main goal with this simple test is
to show how material movement transactions can be recorded in the blockchain and see how they can be
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customized to fit the needs of an ordinary material movement application. For example, can a transaction
be accepted or rejected in compliance with the two-man rule?

Experimental results
The Ethereum Blockchain
The blocks in any blockchain contain one or more transactions that are hashed together in pairs until only
one hash is left. This last hash is known as the root hash and the data structure utilized for hashing data in
such way is known as the Merkle tree. However, in Ethereum it is known as a Merkle Patricia tree,
because it also stores the state of the accounts. The root hash is then added into the block and then the
block is simultaneously hashed into the chain (Wood, 2018). Each block also contains other parameters,
these include a gas limit, a gas price, the gas used, and the block number see Fig.1. The gas limit is the
total gas that a block contains to allow the execution of contracts and transactions inside that block. The
gas price is the amount of gas that each operation costs when the block is executed. The gas used is the
total gas consumed in the transaction. Since an Ethereum block contains internal machine states, the
whole blockchain can be seen as a virtual machine or Ethereum Virtual Machine (EVM). This behaviour
allows the execution of computer code also known as smart contracts inside Ethereum. In the EVM
framework, gas acts as the fuel that EVM needs to be able to carry out transactions. From a
cryptocurrency perspective cryptocurrency, gas is the fee that a sender must pay in ether in order to send
a transaction. Without gas, an EVM cannot execute any transaction, causing it to fail.

Material Movement
Truffle was used to compile and execute solidity code, a JavaScript base programming language that its
used for writing code in Ethereum. The test blockchain was generated by Ganache. A material
management web page was also generated. The communication between MetaMask and Ethereum is
made possible by the web3.js libraries that allow interfacing through an IPC and HTTP connection
(web3.js n.d.). For simplicity’s sake we consider four materials (uranium, plutonium, beryllium and
thorium.) that are commonly utilize in different nuclear facilities see Fig.2. Each material is associated
with labels that represent the state, the element name, the material name – a number that represents that
item and the location that ends with the shelf where the material is located within the room. When the
Move button see Fig.2, is pressed the MetaMask plugin prompt a window Fig.3a that asks the user to
submit or reject the transaction. Once the transaction is accepted or rejected, it gets recorded into the
MetaMask history see Fig.3b.
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Discussion
According to Fig.3, the address of the accounts involved in the transaction appears in a hashed fashion
without revealing information about the sender or user. Anyone that has access to the MetaMask or
Ganache could only see the hashes of the accounts and not the information or name of the persons involve
in the transaction (if any). With the web3.js API, applications similar to MetaMask can be created to
manage more robust systems that could feed data contained in the Ethereum platform. An example would
be, a system in which a material is moved by one person and then another person accepts or rejects the
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transaction it in compliance to the two-man rule. With regards to the gas and ether required for the
transactions, there is no way of having an infinite ether system due to complications that can lock the
nodes permanently (HTRGSFE n.d.). One approach to addressing this issue is to create another currency
or token (Triantafyllidis, 2015). From a security perspective, the best way to maintain the integrity of the
system is to follow the solidity common development pattern (Solidity doc n.d.). In the context of the
experiment discussed in this work we currently can’t determine if the blockchain is sufficiently secure for
managing nuclear material, but it demonstrates its usefulness useful for recording and keeping track of
items of interest. Perhaps with the incorporation of additional technologies, one could achieve results
such as those obtained by Guardtime in the development of the KSI, for industrial blockchains. This
technology provides security for UK nuclear power plants, flood defense systems and electricity
distribution grids. The technology enables data signing across a system and independent verification of
time, location and authenticity at any moment in history (Guardtime n.d., Holmes, 2017, Superadmin
n.d.)
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