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ABSTRACT
Hands-on online courses are being integrated as part of Information Security departmental curricula. The courses are
implemented using blended learning approaches, virtual environments, and most recently Docker containers. This research focuses on the implementation of a virtual environment combined with modified “active learning” techniques.
To do this, six laboratories designed within a virtual environment will be integrated into the online-taught Principles of
Information Security course. As a complement, a Wordpress
blog will be prepare to serve as an active learning technique
for students to create and discuss a topic related to each
laboratory. The intention is to create a virtual environment
that consists of a network of several virtual machines with
known vulnerabilities. A main Windows server with HyperV services will accommodate the environment. At the end
of each laboratory, the student will be given an online assessment that will provide metrics, the instructor will have
online real-time reports, and the student will get feedback
on where to go look in the book for further input on any
failed questions. The labs will focus on: basic commands,
footprinting and reconnaissance, scanning and enumeration,
cryptoanalysis, password cracking and network vulnerabilities. It is expected that a combination of a virtual environment and active learning positively impacts student’s
learning of computer security.
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1.

INTRODUCTION

Since the 1990s education about information technology
has been moving into the online realm as seen in [2]. While
traditional methods involving physical hardware can be used,
their effectiveness is limited by the high cost of hardware
and software in addition to the creation, configuration and
maintenance of the laboratory environments [4].
Presently, students are being provided with the option to
take hands-on online courses as part of departmental curriculum [6]. There have been several methods in which
hands-on online courses and emergency trainings have been
implemented, including blended learning approaches, virtual
environments, and Docker containers [5, 7, 3].
This ongoing research focuses on the implementation of a
virtual environment combined with modified “active learning” techniques [1]. In a classroom setting, these techniques
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provide one-on-one interaction between participants, and
while online courses do not provide physical interaction, online blogs can be used to stimulate student discussions on
assigned material.

2.

VIRTUAL ENVIRONMENT
METHODOLOGY

To integrate the laboratory component into the onlinetaught Principles of Information Security course, six laboratories will be designed within a virtual environment. As an
active learning complement, a blog will be designed for students to create a topic related to each laboratory; offering
students active interaction about each others selected topic.
The intention is to create a virtual environment that consists of a network of several virtual machines with known
vulnerabilities (see Figure 1). A main Windows server with
Hyper-V services will accommodate the environment. These
laboratories will be designed using a metric that will calculate the student's grade based on how many questions were
answered. At the end of each laboratory, the student will
be given an online assessment that will provide metrics. At
the same time, the assessment will provide the student with
feedback on where to go look in the book for further input on any failed questions. The instructor will have online
real-time reports of each student's progress. Laboratories
will focus on basic commands, footprinting and reconnaissance, scanning and enumeration, cryptoanalysis, password
cracking and vulnerabilities.

2.1

Commands for Linux and Windows Lab

To solidify the student's knowledge of basic commands,
this laboratory will focus on reviewing and applying the utilization of commands from routine tasks such as navigation,
file and folder creation, deletion and naming to more advanced commands that allow network debugging, identification of the computer's IP address, DNS and trace routes in
both Linux and Windows systems. Students will be trained
on the following tasks for Linux and Windows operating systems:
1. In this task the student will learn how to use the Linux
man, ls, cd, mkdir, rmdir and cat commands. Students will need to access the General Commands Manual to learn how each command functions. They will
then be able to use the commands to navigate between
directories, create and delete folders and display file
content. In Windows, to access information about a
specific command, the student needs to type “/?” after the command. It is important to note that not

Figure 1: Physical server with a virtual environment
consisting of seven virtual machines.
all commands in Windows have a manual assigned to
them. Commands used to navigate files and folders include cd, dir, mkdir, and rd /s /q. The command
type is very similar to the cat command in Linux.
2. The second task focuses on manipulation of files and
folders through the use of find, locate, grep, sort,
and uniq Linux commands while in Windows the commands are find, findstr and sort. These will allow
the student to peruse strings in multiple files; ideal for
log manipulation.
3. Linux network commands such as ifconfig, ping, netstat, traceroute, nslookup and route allow the student to troubleshoot and identify network parameters.
In Windows the commands used are ipconfig, ping,
tracert, netstat, and nslookup. This new information further permits an administrator to determine
how secure is the network to carry out communications
with other systems.
4. This task aims to teach the students how to connect to
remote systems and services through the use of Linux
telnet, ssh and ftp commands. In Windows, only the
ftp command is available while Putty (an open source
software) will be used for ssh and ftp connections. A
successful connection would, in the case of telnet and
ssh, provide full access to a remote system. In the
case of ftp, files can be transferred securely over the
network.

2.2

Footprinting Lab

Students will learn how to scan the source code of a website in search for content written in JavaScript, CSS, and
HTML to obtain web cookies. This will be done by using
an add-on tool for Mozilla Firefox called Firebug (see Figure
2).
To do this, students will perform the following tasks:

Figure 2:
Firebug tool (lower part) showing retrieved web cookies from the website
http://scanme.nmap.org/ (upper part).
3. Provide specific information about the cookies (e.g.,
content, amount, and size).
Students will also extract meta tags, emails, phone numbers, faxes and URLs from company web-pages using the
Web Data Extractor tool. This information can then be
used by students to impersonate someone from one of the
company websites. Students will also learn how hackers duplicate entire websites using the HTTrack tool. In addition,
the Path Analyzer Pro tool will be used to obtain trace
routes, DNS and other routing information and registries
from websites that are not well configured.
To do this, students will perform the following tasks:
1. Install Web Data Extractor, HTTrack and the Path
Analyzer Pro tools.
2. Scan a specific website using all the tools.
3. In a new file, save the output from the Web Data Extractor.
4. Duplicate the entire website using the HTTrack tool.
5. Recover the output provided by the Path Analyzer Pro
tool.

2.3

Scanning and Enumeration Lab

This lab teaches how to monitor data traffic (.pcap file)
within a network using the Wireshark packet analyzer (Figure 3). In addition, students will perform Nmap scans on
both Windows and Linux machines to spot open ports and
identify operating systems in the network. Other scans will
include Xmas Scans, ACK Flag Scans, UDP Scans, and
IDLE Scans.
To do this, student will perform the following tasks:
1. Install Nmap and Wireshark packet analyzers.

1. Install the Firebug add-on to Mozilla Firefox.
2. Open the provided website address and scan the source
code to retrieve the cookies.

2. Scan single and multiple IP addresses, perform fast
scans and detect remote operating systems using
Nmap.

Figure 3: Wireshark capturing FTP traffic.
3. Analyze a .pcap file to provide host and destination IP
addresses, sequence numbers, header length and window size using Wireshark.
4. Duplicate the entire website using the HTTrack tool.
5. Specific to the FTP protocol, the student will analyze
a .pcap file for FTP traffic like username, password,
names of files transferred and destination folder using
Wireshark.

2.4

Encryption Lab

Students will learn basic encryption processes like Caesar,
Vigenère and Playfair ciphers (Figure 4). These processes
serve as the base for more advanced techniques such as Blowfish and Gost encryption algorithms. In this lab, students
will apply CryptoForge to solve highly advanced algorithms.
A very important part of this lab is the usage of a web application that shows a step by step encryption/decryption
process of the DES algorithm. As a result, students will
be able to identify weak encryption keys. Hashes allow students to learn how to detect files that have been modified
or corrupted. During a second part of this lab, students will
learn how to calculate hash values of files. To accomplish
this, on Windows machines they will use the HashCalc tool,
while on Linux, they will use built-in commands.
To do this, student will perform the following tasks:
1. Students will access the Caesar, VigenÃĺre and Playfair ciphers online and will answer questions related to
this in the assessment.
2. Install the CryptoForge tool.
3. Encrypt and decrypt files by using any of the following
algorithms found in CryptoForge: Blowfish, Rijndael,
TripleDES or Gost.
4. Identify the weak keys for the DES algorithm using
the web application.
5. Install the HashCalc tool.
6. Calculate the ADLER32, MD5, SHA-1 and SHA-512
hashes of a given file using the HashCalc on a Windows
machine.

Figure 4: Playfair Cipher decryption process.
7. Calculate the MD5, SHA-1, SHA-256, SHA-512 hashes
of a given file on a Linux machine using commands.

2.5

Password Cracking Lab-Windows only

The objective of this lab is for students to use the ophcrack
tool to determine what is the password used by a specific
username in a Windows machine. To do this the students
will need to complete two steps: extract the Security Account Manager (SAM) database file from the user's Windows machine using the pwdump7 tool and decrypt hashes
from the SAM into readable passwords.
To do this, students will perform the following tasks:
1. Install the pwdump7 tool.
2. Extract the SAM using the pwdump7 tool.
3. Install the ophcrack tool.
4. Load the rainbow table and the SAM file to the
ophcrack tool.
5. Run the ophcrack tool (crack) to obtain the possible
plaintext passwords for that username.

2.6

Web Server Vulnerabilities Lab

This lab covers the use of Wpscan and Metasploit tools
to find vulnerabilities placed in a local web server. Furthermore, the student will learn how to patch these vulnerabilities until the web server is secured.
To do this, students will perform the following tasks:
1. Launch Wpscan from a Kali machine.
2. Using the Wpscan tool, scan the Wordpress website
located inside the local web server to find the PHP
and the Wordpress version numbers, installed plugins
and usernames.

3. Launch Metasploit and select the
“wordpress-login-enum” auxiliary module.
4. Load the PasswordList.txt file to perform a dictionary
attack.
5. Login to the Wordpress website using the obtained credentials.

3.

EXPECTED RESULTS

It is expected that a combination of a virtual environment
and active learning will positively impact student’s learning
of a computer security introductory course. In addition, this
course design will allow students to interact and share their
findings with other students by providing hands-on experience using real tools in a controlled environment.
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