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Abstract 

We propose a new theoretical model to investigate the user’s information security 
awareness in bring-your-own-device (BYOD) programs. This model is built on the 
protection motivation theory and general deterrence theory.  In addition, it has a 
discussion on the influence of a user’s cyber security inertia, a personal security 
management procrastination tendency, on the user’s security awareness of organization 
information resources.  This model can provide a useful guideline for a BYOD security 
management.  

Introduction 

The “Bring-Your-Own-Device” (BYOD) program has become a very popular information system 
management practice in recent years (Business Wire, 2015; E&Y, 2013). It is reported that more than half 
of the companies in North America and Europe have already adopted or plan to develop BYOD programs 
(Forrester Research, 2016). Over 340 million smart devices worldwide are currently participating in 
BYOD programs (I-CIO, 2013). Over 65% of smartphone users in the U.S. use their smart devices as 
“mobile offices” for work (Han et al., 2014). An International Data Corporation’s study predicts that the 
population of mobile technology supported workers may surpass 105 million in the U.S. by 2020 
(Business Wire, 2015). The time users spend on smart devices for work increases significantly in BYOD. A 
study shows that users who are given BYOD access may check their smartphones for work emails 20 times 
a day on average (Telegraph, 2012). Some BYOD users spend up to 3 hours making work phone calls or 
sending work emails on their smart devices during the after-work hours (Telegraph, 2012). Even though 
BYOD programs are broadly and intensively used, a user’s information security awareness in such 
programs has not been well studied. In this study, we propose a theoretical model to investigate the 
influential factors of a user’s information security awareness when participating in a BYOD program.  

Literature Review 

A BYOD program is an information systems (IS) management practice, in which an organization 
authorizes its members to use personal devices to access, process, and store work related data (French et 
al., 2014). This new model introduces two new concepts, including the IS openness and the IS autonomy, 
to organizational IS management. The IS openness refers to the exposure of an organization’s IS 
infrastructures to a user’s personal devices. A typical example of the IS openness is that users can not only 
receive and send emails in a BYOD program, but will also be given the email system’s configurations such 
as the server domain, server type, and port number, so that they can set up email apps on their own smart 
devices (Digital Guradian, 2016). The IS openness increases a user’s mobility in information management, 
but it also creates vulnerabilities in the organization’s information systems (ITLP, 2012). If a cyber-attack 
were initiated, hackers would not directly attack the organization’s web servers, which are usually 
equipped with more comprehensive security countermeasures. Instead, they would choose a BYOD user’s 
poorly protected smart devices as agents to bypass the web servers’ defense, and carry out attacks inside 
of the organization’s intranet (TrendMicro, 2012). Thus, the IS openness introduced by BYOD requires 
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users to take great responsibilities in helping IS managers to detect and prevent threats to the 
organization’s information security (Crossler et al., 2014, Morrow, 2012).  

The IS autonomy is another bold movement that BYOD initiated in modern IS management. The IS 
autonomy refers to the authority given to users, in order to enable them to use and manage information 
and systems in their preferred ways (Harris et al., 2012; Harris et al., 2014). Before the emergence of 
BYOD, the centralized IS governance model was prevalent among organizations (Herath and Rao, 2009, 
Johnston et al., 2015; Warkentin and Willison, 2009). This model requires users to comply with 
organizational policies, and use information systems as directed. Typical security management practices 
of a centralized IS governance model include: All users must install the same anti-virus software onto 
their office desktops as instructed by the IS department. All users must follow the same principles (e.g., 
using a mix of numbers, texts, and special symbols) to set up their passwords, etc. In a BYOD program, 
when an organization increases its IS openness, it basically gives users a large degree of control over how 
to protect organizational IS resources on their personal devices (Harris et al., 2012; Weeger et al., 2015). 
For instance, users are able to choose their preferred security apps to protect the information stored on 
their smartphones in a BYOD program. Users can also decide how to set up passwords to protect their 
devices, or even not to set up a password at all. The IS autonomy increases the user’s flexibility in 
information management; however, users have long been identified as “the weakest link” in an 
organization’s security chain (Bulgurcu et al., 2010, Warkentin and Willison, 2009; Workman et al., 
2008). Only if users establish good information security awareness, and are willing to use the information 
and systems with cautions and protections, the IS autonomy in BYOD can reach its intended goals 
without compromising the organization’s information security.  

Theoretical Model 

 

Figure 1. BYOD User’s Information Security Awareness Model 
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Because of its importance, we place an emphasis on a BYOD user’s information security awareness in this 
study. Extending prior studies (Siponen, 2000; Siponen, 2001), we define the awareness as the degree to 
which the user is aware of the security countermeasures she should adopt and implement, in order to 
protect the organization information security in a BYOD program. We study this constructs from two 
lenses of research, including the protection motivation theory and the general deterrence theory. 

The protection motivation theory (PMT) was introduced by Rogers (1975) to study an individual’s 
reactions and subsequent behaviors when facing potential threats to her health. This theory believes that 
an individual’s motivation for searching for protections is aroused, if she believes that negative outcomes 
from threats are severe, and the consequences are likely to occur (Rogers, 1983). Subsequently, the 
motivation can increase the individual’s intention to adopt protection countermeasures and her actual use 
of the countermeasures (Rogers, 1983). Extending this point of view, prior studies (Herath and Rao, 
2009, Johnston and Warkentin, 2010, Liang and Xue, 2010, Siponen et al., 2014; Vance et al., 2012) 
argue that an information system user’s threat appraisal factors such as her perceived severity and 
susceptibility of threats can strongly influence the user’s information security postures and practices. 
According to the PMT, we introduce the following hypotheses: 

    H1a. A user’s perceived severity of threats can have a significant positive effect on her information 
security awareness in a BYOD program. 

    H1b. A user’s perceived susceptibility of threats can have a significant positive effect on her information 
security awareness in a BYOD program. 

The general deterrence theory (GDT) was introduced to study the deterrence effects of an organization’s 
sanction policies on a user’s computer misuse intention and behaviors. We are interested in two 
influential factors in this study, including a user’s perceived severity and perceived susceptibility of 
sanctions if she fails to protect the organizational information resources in a BYOD program. Extending 
prior studies (D’Arcy et al., 2009), we define a user’s perceived severity of sanctions as the degree to 
which the user believes that sanctions from failing to protect the organization’s information security can 
bring severe consequences to her. We define a user’s perceived susceptibility sanctions as the degree to 
which the user believes that punishments are likely to fall on her, if she fails to protect the organization’s 
information security. Even though prior studies (D’Arcy et al., 2009, Lowry et al., 2015; Siponen and 
Vance, 2010) have conflicting findings about the deterrence effects of a user’s sanction appraisals on her 
computer misuse, we take a more conservative view, and assume that the two sanction appraisal factors 
(i.e., a user’s perceived severity and perceived susceptibility of sanctions) can raise her information 
security awareness in a BYOD program. We introduce the following hypotheses: 

H2a. A user’s perceived severity of sanctions has a significant positive effect on her information security 
awareness in a BYOD program. 

    H2b. A user’s perceived certainty of sanctions has a significant positive effect on her information 
security awareness in a BYOD program. 

Because a successful security management greatly depends on the end user’s security practices and 
behaviors, we also look at how a user’s personal security habit, especially the one with negative tone, can 
influence her information security awareness in a BYOD program. We develop a new construct, cyber 
security inertia, to measure the impact of negative personal security habit on a user’s information security 
awareness. We define cyber security inertia as the degree to which a user tends to postpone the adoption 
and implementation of security countermeasures on her personal devices used for BYOD. We have the 
following hypothesis: 

    H3. A user’s cyber security inertia has a significant negative effect on her information security 
awareness in a BYOD program. 

We explore the possibility of using a user’s security technology awareness and perceived recovery cost as 
solutions to resolve the cyber security inertia issue in BYOD. A user’s security technology awareness is 
defined as the degree to which the user is aware of the existence and functionalities of the latest protective 
technologies (Han et al., 2014). Because damages from a cyber threat are difficult to detect, most users do 
not have the knowledge about the threat, until they are presented with corresponding protective 
technologies (Dinev and Hu, 2007, Han et al., 2014; Kruger and Kearney, 2006). Thus, raising a user’s 
security technology awareness can not only remind the user the importance of information security, but 
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can also update her with the new movement in cyber threats and how to handle those threats with 
available protective technologies. When the user recognizes the potential threats, and comprehends the 
benefits of using the new protective technologies, she is likely to adopt and implement the protections in a 
timely manner. We introduce the following hypothesis: 

    H4a. A user’s security technology awareness can have a significant negative effect on her cyber security 
inertia in a BYOD program. 

We define a user’s perceived recovery cost as the degree to which the user believes that she has to 
consume valuable resources such as time, effort, and money, in order to restore the information lost in 
cyber threats. According to the rational choice theory (McCarthy, 2002; Paternoster and Pogarsky, 2009), 
increasing a user’s perceived benefits and decreasing the user’s perceived costs of using security 
countermeasures can build the user’s positive security attitude and practices. However, a user’s decision 
making regarding information security is peculiar. Benefits are usually negligible and unpredictable to the 
user, but costs such as the effort and money spent on using a security countermeasure can be enormous 
(Bordin et al., 2008; Gordon and Loeb, 2006). The biased estimation can lead to the user’s resistance to 
security countermeasures and practices. To address this issue, prior studies (Bulgurcu et al., 2010; Herath 
and Rao, 2009) suggest using an opportunity cost approach such as raising the user’s perceived cost of 
not complying with organizational policies, raising the perceived cost of not using protections to rectify 
the user’s prejudices. When the user realizes that using information with cautions and protections now 
can help her avoid overwhelming recovery costs in the future, she is more likely to adopt and implement 
the protection countermeasures in a timely manner. We introduce the following hypothesis: 

H4b. A user’s perceived recovery cost can have a significant negative effect on her cyber security inertia 
in a BYOD program. 

Future Research 

We plan to use an online survey methodology to collect data. We suggest that findings from the current 
and future studies can make the following contributions: First, we can validate how factors of the PMT 
and GDT can influence a user’s information security awareness in an open computing environment. The 
PMT and GDT have been broadly used to study a user’s security awareness, security policy compliance, 
and computer misuse in a centralized information system, in which users are required to use the 
computer systems with the same settings and follow the uniform security policies. However, in a BYOD 
program, users usually do not have such requirements. Thus, it is necessary to validate the PMT’s and 
GDT’s roles in an open computing environment such as a BYOD program. Second, our study takes a user’s 
cyber security inertia into account. This approach can better describe the actual environment of a BYOD 
program, in which the user’s security practices established in her personal computing environment may 
have a strong effect on her security awareness of organizational information resources. To our best 
knowledge, there have not been many studies looking at this influence. Thus, findings from our studies 
can address this knowledge gap.  
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