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Abstract
In recent years, the number of consumers experiencing identity theft has grown significantly
as a result of the explosive growth in personal information stolen through corporate cyberbreaches. While the resultant incidences of credit card fraud linked to this stolen information
continue, the scope of identity theft has expanded to involve larger and more complex fraud
implications for these consumers which can negatively impact efforts by companies to
cultivate and retain loyal customers. Research has identified many of the traditional decisionmaking factors influencing consumer brand and loyalty selections with the cyber-breached
company, but this research omits any direct linkage of the wider identity theft impacts upon
these decision-making factors for impacted victims. This mixed method research paper seeks
to understand the customer decision-making attitudes and behavioral processes associated
with the research question: “What factors positively influence the restoration of customer
loyalty after identity theft?” Customer loyalty is import to the financial success of the
company (Li & Green, 2011). This research is important because it will provide insights into
the research gaps associated with the compromised level of trust and commitment in
companies by identity theft victims as well as the increasing possibility of spillover impacts
being attributed to other companies.

Introduction
Customer loyalty is important to the financial success of a company (Li & Green, 2011). The relational
bond between the customer and the company is premised upon the foundational components of trust,
commitment (Evanschitzky et al., 2012; Haelsig, Swoboda, Morschett, & Schramm-Klein, 2007) and
satisfaction (Evanschitzky et al., 2012). This paper will define identity theft and its expanding
negative impact on individual victims; examine situations whereby individuals become aware that
they have become victims of identity theft; review the concept of spillover blame attribution associated
with cyber-breaches; and associate these implications of identity theft to certain principles of trust
and customer loyalty.

Literature Review
Identity Theft

“[Cyber-] breaches involve unauthorized access to personal information, resulting from a variety of
security incidents including hackers breaking into systems or networks, third parties accessing
personal information on lost laptops or other mobile devices, or organizations failing to dispose of
personal information securely” (Culnan & Williams, 2009, p. 675). Outcomes of such unauthorized
access can include breach of confidentiality and trust, or financial harm to the individual resulting
from identity theft or fraud (Culnan & Williams, 2009; SafeNet, 2014).
The fastest growing crime in America is identity theft, and it impacts millions of people each year
(Eisenstein, 2008; Pagliery, 2015). The scope of identity theft is not limited to the United States as it is
a growing problem throughout the world as well (Archer, Sproule, Yuan, Guo, & Xiang, 2012).
Identity theft is defined as the knowing transfer, possession, or usage of any name or number that
identifies another person, with the intent of committing or aiding or abetting a crime accounts
(Benton, Blair, Crowe & Schuh, 2007).
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The scope of crimes associated with identity theft include credit card fraud, credit application fraud,
social security claim fraud (Chicago Tribune, 2015), income tax return fraud (Cohen, 2015), pension
withdrawal fraud, medical claim fraud (Shinal, 2015), and blackmail (Benton et al., 2007;
Evanschitzky et al., 2012; Haelsig et al., 2007). Still, these monetary costs are generally only part of
the total impact incurred by the victim (Eisenstein, 2008). For many consumers, the emotional
impact of breach of confidentiality and trust (Ping, Ishaq, & Li, 2015) is the more damaging and longer
lasting outcome of identity theft (Burns & Stanley, 2002).
A major obstacle limiting identity theft research is the variety of ways in which terms are used (Smith
& Hart, 2011; Solove, 2006). The lack of a consistent taxonomy allows many different crimes to
include the use or abuse of another’s identity or identity related factors (Copes, Kerley, Huff, & Kane,
2010; Newman & McNally, 2005). Despite this limitation, there is alignment that identity theft
negatively impacts the levels of user trust (Kahn & Liñares-Zegarra, 2012). This negative user trust is
reflected in two ways. First, it creates fears of victimization (Copes et al., 2010). Second, it reduces
trust in the safety and reliability of commercial interactions with companies (Copes et al., 2010).
From a fundamental economic perspective of identity theft, these two negative trust impacts affect
consumers’ expectations of the cost and benefits of engaging in a trusting and loyal relationship with a
provider (Kahn & Liñares-Zegarra, 2012) and are components to be explored in this research.

P1. Company commitment, trust and satisfaction has a positive relationship
with the customer’s perception of the brand.
Delayed Recognition of Identity Theft

As a result of the cyber-breach notification laws, affected individuals are required to be notified of the
cyber-breach by the impacted firm (Culnan & Williams, 2009; Ponemon Institute, 2014). While the
intent of the notifications is to increase awareness and transparency, there is little consistency and a
high amount of complexity in most notices (Romanosky, Telang, & Acquisti, 2011). As such, only
portions of the impacted population are being made aware of the risks associated with identity theft
(Romanosky et al., 2011; Ponemon, 2014). Some of the population understand these notifications and
have realized that the incidents compromised their personal privacy (Ponemon, 2014). Many now
have a heightened fear that identity theft is likely or have been forced to deal with the realities of
actual identity theft (Ponemon, 2014). As a result, many of the impacted individuals now perceive that
the firm allowed a violation of trust and commitment to occur (Malhotra & Malhotra, 2010). This
violation is subsequently reflected in the customer’s negative trust and commitment evaluations of the
firm which impacts the likelihood of a customer continuing to be loyal (Evanschitzky et al., 2012;
Haelsig et al., 2007).
For the remaining group of affected individuals, there generally is very little awareness created at the
time of the notice. Some individuals ignore the notice in its entirety (Peltier, Milne, & Phelps, 2009;
Phelps & Milne, 2009); Romanosky et al., 2011; Ponemon, 2014). Others fail to react to the notice
because they have received too many notices and are becoming either desensitized or confused about
the risk (Romanosky et al., 2011; Ponemon, 2014). At some point, these individuals will likely
recognize that they too are identity theft victims (Peltier et al., 2009; Phelps & Milne, 2009;
Romanosky et al., 2011; Ponemon, 2014).
Research currently has ignored examining how long this delayed awareness may last and what these
individuals will think and do once they become aware of the identity theft. Given the increasing
probability that individuals will be victims of more than one cyber-breach (Acquisti, Taylor, &
Wagman, 2014), there is a research gap in assessing if the individual will be able to attribute the trust
and commitment violation to the proper firm. Once an individual perceives that a firm has violated a
trust or commitment, the possibility of a trust or loyalty relationship fracture is introduced in the
decision-making process of the individual (Steinhoff & Palmatier, 2014; Xia & Kukar-Kinney, 2014).
This research examines critical influencers for developing a strong and loyal relationship in a postbreach environment.

P2. The positive relationship between the company’s promise and the
perception of the brand is partially mediated by the individual’s awareness
of being an identity theft victim.
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Corporate Crises Spillover Effects

Product harm crises are events when the products or services provided are found to be substandard,
malfunctioning or risky (Dawar & Pillutla, 2000; Siomkos & Malliaris, 2011). The ‘spillover
component effect’ reflects customer perception that the product harm crisis is not unique to a
particular company’s product or service but is applicable to similar products within the industry (Ping
et al., 2015).
Cyber-breach corporate crises (a form of product harm crisis) are becoming more frequent (Acquisti
et al., 2014). Even though the affected firm must deal with the direct impacts of the crisis, research
identifies that some crises can have spillover impacts on similar brands in the industry (Roehm &
Tybout, 2006; Lei, Dawar, & Lemmink, 2008; Vassilikopoulou, Siomkos, Chatzipanagiotou, &
Pantouvakis, 2009; Ping et al., 2015). The crises results can have negative impacts for multiple
parties, such as injuries to consumers (Papadakis, 2006; Goss, Silvera, DLaufer, Gillespie, & Arsena,
2011), a destroyed public image and reputation (Mowen, 1980; Siomkos, 1999), and a lack of
consumer confidence in the affected company (Dawar & Pillutla, 2000; Dawar & Lei, 2009).
Once loyal customers now are vulnerable due to compromised levels of trust in the firm (Siomkos,
1999; Ma, Zhang, Wang, & Li, 2014)). This trust reduction is reflected in negative purchase intentions
(Pruitt & Peterson, 1986; Siomkos & Kurzbard, 1994; Tsang, 2000; Laufer & Gillespie, 2004) and a
shift to competitor brands (Cleeren, Dekimpe, & Helsen, 2006). As a result, the company is likely to
record lower sales which then can introduce negative pressure on stock prices (Pruitt & Peterson,
1986; Siomkos & Kurzbard, 1994). These effects are directly related to the research question for this
study.
Firms susceptible to potential spillover impacts must be mindful of the crisis’ impact on consumer
attribution of blame (Ping et al., 2015). The blame attribution may or may not be justified to the firm,
but it does reflect consumer perception (Siomkos & Malliaris., 2011). The attribution of blame
generally is reflected in a reduction in trust and a reduction in commitment and loyalty to the brand
(Dahlen & Lange, 2006; Ping et al., 2015). At this point, the research on the spillover effects of
product harm crises is still in its infancy (Klein & Dawar, 2004; Ping et al., 2015). This research lacks
dimensional implications associated with the delayed consumer awareness of identity theft and the
spillover of wide-broadcast blame attribution from non-industry firms. The negative impact of these
two items on trust is directly related to the research question.
Litigation associated with blame attribution is also experiencing change implications for cyber-breach
linked companies. Past court rulings have required confirmation of actual unreimbursed identity
theft, but that approach is now being altered to allow for the risk of identity theft as being sufficient
grounds for litigation (Nash, 2015). Not only does this expose companies to the risk of costly legal
challenges and punitive awards but chief information officers and other senior executives are also
likely to face legal battles stemming from cyber-breach failures (Nash, 2015). While an effective
loyalty program is not expected to stop this litigation, it might serve as a possible deterrent to large
liability litigation for damages from a cyber-breach. As such, this research will provide insights which
can contribute to an effective loyalty program in a post-breach environment.

P3. The partially mediating relationship of identity theft victim awareness
to the perception of the brand is partially mediated by the attribution of
blame for the identity theft.
P4. The relationship between the identity theft victim awareness and the
attribution of blame is positively moderated by the perceived magnitude of
the impact of the identity theft.
Customer Loyalty

In the consumer marketing community, customer loyalty has long been regarded as an important goal
(Reichheld & Schefter, 2000). Numerous studies have identified that delighting customers and
delivering superior value through excellent services and quality products are two effective
contributors towards creating customer loyalty (Lee, Lee, & Feick, 2001; Yang & Peterson, 2004; Li &
Green, 2011). Customer loyalty is important because it provides a consistent pipeline for revenues
while lowering customer acquisition costs and yielding increased profits (Li & Green, 2011).
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Many companies are introducing incentive loyalty programs reflecting certain basic components of
the Social Exchange Theory (Chen, Chen, & Farn, 2010) and the Equity Theory (Evanschitzky et al.,
2012). The Social Exchange Theory predicts that people attempt to reciprocate to those who benefit
them (Bateman & Organ, 1983; Chen et al., 2010; Wang, Hsu, and Chih, 2014). The Equity Theory
focuses upon a person’s perception of fairness with respect to a relationship (Huseman, Hatfield, &
Miles, 1987). These definitions form the premise of the loyalty program that customers who perceive
value in the relationship with the company will demonstrate higher degrees of loyalty to that company
as long as the customer perceives that the company is trusting, committed and fair to the customer (Li
& Green, 2011; Steinhoff & Palmatier, 2014; Xia & Kukar-Kinney, 2014).
The program also leverages a customer’s investment of time (e.g., duration of membership),
knowledge (e.g., referral and endorsement recommendations) and economics (e.g., amount of money
spent) to create a perception that the customer has achieved an exceptional status (Cho & Song, 2012).
The strength of the customer’s perception of this earned status creates a psychological and economic
barrier to switch to another provider (Evanschitzky et al., 2012; Xia & Kukar-Kinney, 2014; Davcik,
Vinhas, & Hair, 2015).
The service failure and dissatisfaction experienced with a cyber-breach are major negative events
influencing loyalty (Cho & Song, 2012). If customers do not trust that their personal information is
secured and executed within their perceived authorized scope, the customers will not use a particular
provider (Urban, Sultan, & Qualls, 2000). Since perceptions of trust is a key decision-making element
in determining loyalty, care must be taken to preserve this trusting relationship. Trusting
relationships which have experienced a fracturing event(s) are notoriously hard to repair and reestablish (Rempel, Holmes & Zanna, 1985; King-Casas et al., 2008). However, the greater the
relationship experience (including incentives and benefits) before a trust breach occurs, the higher the
likelihood that the company will be able to re-establish some level of a trusting relationship following
a cyber-breach (Schilke, Reimann, & Cook, 2013; Datacandy.com, 2014). In this situation, the
relationship is likely to continue as long as the negative relational elements are perceived to be a price
worth paying in order to retain the positive relational element (Petriglieri, 2015). If such a provider
relationship doesn’t exist, then identity theft victims favor trusted brands (Petriglieri, 2015).
Scholars have only recently begun to focus on the recovery of trust and loyalty following an identity
theft associated with a cyber breach (Schilke et al., 2013). This prior lack of focus has exposed a gap in
the breadth and depth of research literature in this area. Extant research also fails to account for the
interactive effects of multiple psychological components (e.g., perceptions of fairness) within an
individual’s loyalty decision-making process (Steinhoff & Palmatier, 2014; Xia & Kukar-Kinney,
2014). This research will contribute insights toward the establishment of a stronger loyal relationship
with a customer.

The Impact of Trust on Loyalty

The importance of protecting the privacy of an individual’s personal information is a
multidimensional and deeply personal concept that varies with a person’s life experiences (Xu, Dinev,
Smith, & Hart, 2008). These life experiences also include an overlap of new technology considerations
(Brill, 2014). The combination of individual life experiences and personal beliefs has a significant
impact on how individuals determine the appropriateness of what, why, how, and to whom they
provide their personal information (Martin & Parmar, 2012). Inherent in this discourse is the concept
of a social contract between the provider and the individual.
Under the social contract mindset, customers provide certain personal information to a provider with
the expectation that the provider will protect the personal information from unauthorized access and
disclosure by others (Brill, 2014). Much of a consumer’s willingness to provide personal information
depends on a consumer's evaluation of the perceived risks and benefits of disclosure (D'Souza &
Phelps 2009; Milne, Rohm, & Boza 1999; Milne & Rohm 2000; Norberg, Horne, & Home, 2007;
Milne, Gabisch, Markos, & Phelps, 2012). Given the growth in the volume of cyber-breaches (Acquisti
et al., 2014), this social contract is being compromised (Brill, 2014). The negative impact of the breach
of trust serves to be an obstacle for retaining customer loyalty (Evanschitzky et al., 2012, Haelsig et al.,
2007). Once a breach of trust occurs, trust is notoriously hard to reestablish (Schilke et al., 2013).
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The service recovery theory provides some insights on the impacts of the breach of trust upon
customer loyalty. When instances of service failures occur, the service recovery theory states that an
effective recovery approach can enhance relationship quality and enhance customer retention (Fornell
& Wernerfelt, 1987). The relationship quality consists of the customer evaluation of trust,
commitment and satisfaction (Oly Ndubisi, 2006). When based upon the principles of the service
recovery theory, properly designed and executed service recovery programs, including atonement
incentives or benefits (Boshoff, 2005), can help to retain customers (Wang et al., 2014). At present,
there is little extant research examining the linkages of delayed recognition of identity theft trust and
commitment issues to the service recovery theory and the victim’s perception of value and benefit
associated with identity wellness tools. This research will contribute insights enabling future research
for this important topic.

P5. The positive relationship between the perception of the brand and the
customer’s loyalty to the brand is positively moderated by victim’s
perception of value and benefit associated with identity wellness tools.
Summary

Customer loyalty is import to the financial success of the company (Li & Green, 2011). The affective
relational bond between the customer and the company is premised upon the foundational
components of trust, commitment (Evanschitzky et al., 2012; Haelsig et al., 2007) and satisfaction
(Evanschitzky et al., 2012). These foundational components can be compromised when customers
become victims of identity theft as a result of a cyber-breach (Culnan & Williams, 2009). Customer
loyalty programs assist in deepening the affective relational bond with the company which proves
beneficial in regaining customer trust after a service recovery incident (Wang et al., 2014). However,
research gaps exist as scholars have only recently begun to focus on the recovery of trust following a
breach (Schilke et al., 2013) as well as the interactive effects of multiple psychological components
(e.g., perceptions of fairness) within an individual’s loyalty decision-making process (Steinhoff &
Palmatier, 2014; Xia & Kukar-Kinney, 2014).
Even though cyber-breach victims are notified of the incident, some individuals ignore the notice in its
entirety (Peltier et al., 2009; Phelps & Milne, 2009); Romanosky et al., 2011; Ponemon, 2014). Others
fail to react to the notice because they have received too many notices and are becoming either
desensitized or confused about the risk (Romanosky et al., 2011; Ponemon, 2014) resulting in a
delayed awareness of identity theft. Research currently has ignored examining how long this delayed
awareness may last and what these individuals will think and do once they become aware of the
identity theft.
Given the increasing probability that individuals will be victims of more than one cyber-breach
(Acquisti et al., 2014), there is a research gap in assessing if the individual will be able to attribute the
trust and commitment violation to the proper firm. Identity theft victims (in particular delayed
awareness victims) may not know who to blame, but blame will be assigned (Ping et al., 2015).
Research identifies that some crises can have spillover impacts on similar brands in the industry
(Roehm & Tybout, 2006; Lei et al., 2008; Vassilikopoulou et al., 2009; Ping et al., 2015). The
attribution of blame generally is reflected in a reduction in trust and a reduction in commitment to the
brand (Dahlen & Lange, 2006; Ping et al., 2015). At this point, the research on the spillover effects of
product harm crises such as identity theft is still in its infancy (Klein & Dawar, 2004; Ping et al.,
2015).
Figure 1 summarizes the conceptual model of this research. This research will provide contributions
to close these research gaps and will address the research question of “What factors positively
influence the restoration of customer loyalty after identity theft?”
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Method
This research will use a mixed method approach with an explanatory sequential design (Quantitative
– Qualitative) to explore the decision-making dimensions of customer loyalty. The research will be
conducted through an interpretive worldview and focus upon the group level analysis of identity theft
victims. The attitudinal and behavioral component of the research study will utilize interviews within
an emergent, exploratory, inductive study approach (Saldana, 2012). Consistent with an interpretive
worldview, the data analysis will use exploratory methods which incorporate the use of attribute,
descriptive and pattern coding (Saldana, 2012). In addition, values, emotional and magnitude coding
will be used to provide added dimensional insights to the data (Saldana, 2012). Insights will produce
categorical themes, propositions and a relevant theoretical model grounded in data from participants
which can directly influence strategies, policies, procedures, and future research (Merriam, 2001).

Case Identification

The subject of the research will be a large financial services firm which successfully navigated through
a data breach within the prior three years. Given the growth in the number of cyber-breaches and the
increasing occurrences of identity theft within the general population, this firm is concerned about the
increasing risk of spillover attribution blame negatively impacting its results. As such, it has
commissioned this research to gain insights from identity theft victims to assist in evaluating its own
customer loyalty program. Alignment has been reached on the explanatory sequential design and the
primary research question.
The mixed method research approach will combine qualitative and quantitative methods for data
collection and analysis (Creswell, 2012; Creswell & Plano Clark, 2011; Tashakkori & Teddlie, 2003).
The quantitative research segment will gather key background insights and demographic information
about the general survey sample. It will also allow for the identification of a group of identity theft
victims to be solicited for participation in the qualitative segment of the research program. A benefit of
using the sequential approach is that the key findings in the quantitative stage will be significantly
enhanced and strengthened through the qualitative program stage. In this qualitative stage, interviews
will be used to verify and explain the researcher's interpretation of the statistical analysis.
Furthermore, the interviews will give an opportunity for the researcher to integrate statistics with
thematic data to answer the research questions with credibility.

Quantitative survey

The financial services firm has agreed to participate in this study and will provide access to its
customer history files for participant selection. As a result, the researcher has access to a population of
prior cyber-breach victims but it is unknown if these individuals actually experienced identity theft.
This approach will enable random purposeful sampling (Creswell, 2007, p31).
A field study will be conducted for this stage of the project. The objective of this study is to gather
background information on the number of times that the individual has been notified that they were a
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victim of any cyber-breach and to confirm the participant’s perception that they have been a victim of
identity theft on at least one occurrence.
The Company will send the initial solicitation email from the company’s email platform to a random
purposeful sample of 500 individuals who were customers at the time of the cyber-breach.
Respondents will be asked to complete a self-administered survey by logging into a web-based survey
tool using the Qualtrics software located on a server within the company’s firewall secured network.
The survey response period will be 7 days.
The email will advise individuals that the survey is expected to include 30 questions (see Exhibit 1 for
the survey questions), will require approximately 15 minutes to complete. The survey will be available
for response during the following seven-day period.
The Qualtrics software will anonymize the responses and assign a randomized number schema to
preserve the integrity of the data prior to providing access to the researcher. The company’s human
resource (HR) department will administer the survey and have sole access to the raw survey
responses.
Participation will be voluntary and responders will acknowledge and e-sign an informed consent form
prior to the beginning of the survey. Participants will be advised that the survey results will be
confidential, no one will attempt to contact them to sell products or services and that a summary of
the study results will be available to them, if desired, at the conclusion of the study.
Responders who complete the initial entry into the survey tool and completion of the informed
consent requirements will receive a $10 e-Certificate regardless of whether they fully complete the
survey or not. The company’s HR department will administer the distribution of the e-certificates as
they are the only group with access to the contact information for each individual.

Qualitative approaches

Participants who complete the quantitative survey and self-disclose that they are an actual identity
theft victim will form the population of participants eligible for random selection participation in the
qualitative stage. This allows for the utilization of a purposeful sampling approach (Sandelowski,
1995). Participants will be recruited by the financial services company via email and confirmed via
telephone for participation in this research stage.
Participants in the qualitative research stage (i.e., those who have completed both the initial
registration and informed consent requirements for the qualitative research stage) will receive a $50
American Express gift card for attending the focus group interview. The company’s HR department
will administer the distribution of the e-certificates as they are the only group with access to contact
information for each individual.
Two in-person focus groups and two online structured interview focus groups (Stewart & Williams,
2005) will be held. Each group will consist of 7 – 10 randomly selected self-identified identity theft
participants (Creswell, 2007). If the quantity of recruited participants is less than 28, then the number
of focus groups will be reduced to no lower than two focus groups containing a minimum of 20 total
participants.
The purpose of this qualitative research is to explore the decision-making dimensions of customer
loyalty. Data gathering will be conducted from conducting interviews, making observations and
collecting documents (Yin, 2013). Both the in-person and the online focus groups will be videorecorded and utilize a professional interviewer (see Exhibit 2 for focus group areas of focus). Web logs
will be captured for all online sessions. The combination of in-person interviews and online
approaches is intended to reduce biases associated with technology competency as well as enable
wider accessibility to geographically dispersed participants.
Data gathering will be conducted through interviews, observations and collection of documents (Yin,
2013) within a forty-five-day period beginning September 15th. Two 2-hour videotaped structured
interview focus groups will be held in Dallas on September 15th and 16th. Two online structured
interview (see Exhibit 3 for focus group goals and script) focus groups (Stewart & Williams, 2005) will
be held on September 17th and 18th. Each group will consist of 7 – 10 participants (Creswell, 2007).

IDENTITY THEFT: LOYALTY RESTORATION INFLUENCERS

8

This approach is expected to highlight some conceptual and practical understandings of customer
loyalty decision criteria within the real-life context of identity theft victims (Yin, 2013). This
exploratory, inductive instrumental study (Stake, 1995) creates opportunities for the researcher to
explore additional questions through the act investigating a topic in detail (Hancock & Algozzines,
2006). The embedded analysis will seek common themes that will allow for the creation of
propositions for future research (Yin, 2013).

Data analysis

This qualitative study will use exploratory methods which reflect an open-ended investigation and
preliminary assignments of codes to the data before more refined coding systems are developed and
applied (Saldana, 2012). This method is appropriate as the interview questions are aligned with the
research question and generally suggest the exploration of the participants’ actions/processes and
perceptions found in the data (Saldana, 2012).
The first cycle coding will collect categorical instances from the data using attribute, descriptive and
values coding. Attribute coding will be used to identify basic descriptive information such as field
setting, participant characteristics or demographics, data format, and other variables of interest for
analysis useful for future needs analysis and interpretation involving data management, reference and
context (Saldana, 2012). Descriptive coding assigns labels to data to assist in creating categorical
themes (Merriam, 2001). Values coding will be used to capture the intrapersonal and interpersonal
participant experiences (Saldana, 2012) as well as the perceived strength of the affective relationship
between the victim and the provider in terms of trust and commitment (Haelsig et al., 2007).
The second cycle will use eclectic coding to synthesize the variety and number of codes into a more
unified scheme (Saldana, 2012). The eclectic coding is then integrated into the use of pattern coding to
assign a category label (“meta-code”) that identifies similarly coded data (Saldana, 2012. The pattern
coding organizes the meta-code into sets, themes, or constructs and attributes meaning to the
organization for the development of themes and explanations of the data (Saldana, 2012).
For the scope of this qualitative study, it is likely that a third cycle of coding will be needed. The goal of
this cycle is to further enrich the context and insights associated with the themes and observations
from the data (Saldana, 2012). This cycle will integrate the pattern coding with the emotional coding
and magnitude coding to derive a hierarchy of themes based upon attitudes and beliefs. Emotional
coding labels the emotions recalled and/or experienced by the participant, or inferred by the
researcher about the participant towards the attribution of blame (Ping et al., 2015) and the feelings of
betrayal associated with the reduction in trust (Dahlen & Lange, 2006; Ping et al, 2015) experienced
by these same individuals. Magnitude coding will add an intensity context to the output as well as
assist in identifying significant quotes (Saldana, 2012).

Biases

The following items represent possible limitations that might be applicable to this consumer-based
survey. Non-response bias. The findings are based on a sample of survey returns. Sampling-frame
bias. The sample results may be biased by external events such as recent media coverage. Because a
web-based collection method will be used, it is possible that non-web responses would have resulted
in a different pattern of findings. Self-reported results. The quality of survey research is based on the
responder’s perception of the question and may or may not reflect the actual experience. To minimize
the potential impact of these biases, various quantitative techniques (e.g., Crombach ∞ and
Confirmatory Factor Analysis) will be used to evaluate the magnitude of certain biases within the
study data and results. In addition, these potential biases will be analyzed by comparing the
respondent-based estimates with those from another, more accurate source. The quantitative survey
contains various demographic elements which will enable the comparison of the distributions of age,
gender, race, and other sociodemographic variables among respondents with those from the most
recent census data for the population.

Ethical considerations

The proposal will be approved by the university’s institutional review board as well as the financial
services firm’s human resource and legal organizations. Given the deeply personal and sensitive
nature of the customer loyalty and data privacy intrusions, the rights of the participants must be
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protected and respected. Similarly, the firm’s brand must not incur further damage as a result of this
study.
Participation will be voluntary and responders will acknowledge and e-sign an informed consent form
prior to the beginning of the survey. Participants will be advised that the survey results will be
confidential, no one will attempt to contact them to sell products or services and that a summary of
the study results will be available to them at the conclusion of the study.
The questionnaire will seek participant identification of any cultural, religious, gender or any other
differences that need special attention and respect. It will also confirm that all participants are at least
18 years of age or older. All collected data will be anonymized, and the identity of the participants and
firm will be protected. All personally identifiable information will be available only to the company’s
HR department, and even then only for use in providing remuneration for participation. This group
will also assign the anonymous codes for each account. Except for the HR group, no one in the firm
nor anyone on the research team will have access to personally identifiable information, place of
employment or participant-specific demographic profiles. In addition, no actual credit card purchase
documents, monthly statements, user ids or passwords will be accepted.

Discussion and implications
The purpose of this research is to address research gaps associated with identifying the relevant and
important decision-making attitudes and behavioral processes associated with incentivizing customer
loyalty for victims of identity theft. Extant literature has identified four primary background themes
impacting this study. First, customer loyalty is import to the financial success of the company.
Second, loyalty programs assist in deepening the affective relational bond with the company which
proves beneficial in regaining customer trust after a service recovery incident. Third, identity theft
victims may not know who to blame for the trust and commitment breach but blame will be assigned.
Lastly, spillover blame attribution can be experience by companies not directly involved in the cyberbreach which led to the victim’s identity theft incident.
These background themes are important because of the direct relationship to efforts to establish a
perception of a trustful and deeply loyal relationship with the customer. This loyalty will assist in
maintaining a consistent pipeline for revenues while lowering customer acquisition costs and yielding
increased profits. Additional benefits include an increase in the customer’s perception of brand equity
as well as a possible deterrent to large liability litigation for damages from a cyber-breach.
The implications of identity theft are very personal to each victim. The mixed method approach uses
an explanatory sequential design to explore the decision-making dimensions of customer loyalty. This
mixed method approach allows for richer insights to be captured and identified from the data
collected from the identity theft victim case study. The representative sample consists of selfidentified identity theft victims who were also victims of a prior cyber-breach at a financial services
firm. The multiple methods of collecting data and the multiple approaches for analyzing the data,
provide truth value, applicability, consistency and authenticity for the outcome results.
These insights answer the investigative questions and answer the research question, “What factors
positively influence the restoration of customer loyalty after identity theft?”

Future research
This study will provide several avenues for further research. First, the study outcome should produce
relevant propositions for inclusion in future research intended to explain the impact of identity theft
upon the impacts of loyalty decision-making for identity theft victims.
Second, identify the most effective responses to recovering trust after a breach. Third, understand
why these people are willing to continue to do business with the firm. Fourth, understand if the
perception of company response remedies is significantly different depending upon the severity of the
identity theft injury. Fifth, validated model constructs can be incorporated into a longitudinal study to
explore unique time-dimensional impacts associated with loyalty decision-making for identity theft
victims. Sixth, the research can be expanded to include additional cases. Lastly, the research insights
will enable a future mixed method study focused upon new concepts for identity wellness tools which
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will provide tangible additional incentive benefits and value to identity theft victims as a loyalty
enhancer.

Expected outcomes

Expected outcome themes include victims’ perception of trust and loyalty towards companies that
help protect them from future impacts and injuries associated with identity theft. The perceived
impacts of identity theft vary by victim. Severe cases can produce large personal financial injury and
high levels of negative emotional involvement. These injuries fracture trusting relationships and
contribute to victim use of wide-broadcast blame attribution among many companies. However, in
times of uncertainty, customers are expected to align with their established provider relationships or
with generally recognized reputable brands.
As new technology emerges, victims will value insights from reputable companies which can assist the
victims in their fight against additional identity theft injury. Companies which offer identity wellness
tools which are embraced by customers are expected to realize enhanced brand loyalty. This enhanced
loyalty might assist companies in their defense against litigation or new legislative actions which
might impose requirements for companies to invest in expensive protection remedies for identity theft
victims.
This research is important because it addresses certain research gaps, establishes a roadmap for
future research and enables organizations that use this research to assess and design new loyalty
programs, evaluate new identity wellness tools and assess risks associated with the increasing
possibility of spillover blame impacts being attributed to their company.
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Appendix
Exhibit 1
Quantitative Survey
Survey

Selection

Please select the one best answer that reflects your knowledge or understanding of the situation by clicking on the
appropriate button. As a reminder, all responses are confidential and anonymous. Results will be summarized. No one
will attempt to contact you to sell you a product or service.
(These questions are a sample of the demographic questions.)
Yes

No

1

2

3

In regards to the latest notification that you
received within the last two years, how did you
react? (Please check one response only.)

Ignored it

Followed the
advice

Seek more
information

4.

Did any of the notifications offer identity theft
protection?

Yes

No

5.

Prior to the data breach(s), how concerned were
you that you would become an identity theft
victim?

Extremely
Concerned

Very
Concerned

Neutral

Somewhat
Not
Concerned Concerned

6.

Following the data breach(s), how concerned are
you that you will now become an identity theft
victim?
Within the past 2 years, have you become a victim
of identity theft?

Extremely
Concerned

Very
Concerned

Neutral

Somewhat
Not
Concerned Concerned

Yes

No

Cancelled
credit/debit
card

Enrolled in
Identity
Theft
Protection
Program

1 month

3 months

Yes

No

1.

Has any organization ever notified you about a data
breach that involved your personal information?

2.

How many data breach notifications as described
above, representing different incidents, have you
received in the past 2 years?

3.

7.

8.

What steps have you taken to protect yourself
against identity theft? (Check as many as
appropriate.)

9.

How long did it take to resolve the consequences of
the breach?

10. Did you discontinue your relationship with the
company after the data breach?
11. If you continued your relationship with the
company after the data breach, why did you do so?

Monitor
Hired an
Credit Report
Attorney
Regularly

6 – 12
months

Too Much
The
The Quality
Time to Find
Company
and Price
Another
Resolved My Meet My
Provider
Concerns
Needs

The following questions are intended to gather some general information about yourself.
(These questions are a sample of the demographic questions.)
12. Identify your gender.

Male

Female

13. Identify your marital status.

Single

Married

4

5 or more

Nothing

1 – 2 years Not resolved

Every
Company
Is Getting
Hacked

Other
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Exhibit 1
Quantitative Survey
Survey
14. Select the group that best represents your current
age.
15. Select the highest level of education completed.

16. Identify your current annual income.

Selection
18 - 34

35 - 44

Less than High school
high school
graduate

Less than
$25,000

$25,000 to
$50,000

45 - 54

55+

Other

Some
college

College
graduate

Postgraduate
studies

$50,000 to $80,000 Above
$80,000 $120,000 $120,000

Coding notes:
- Gender: Male = 1, Female = 2
- Marital Status: Single – 1, Married = 2
- Age: 18 to 29 = 1, 30 to 39 = 2, 40 to 49 = 3, 50+ = 4, Other = 5
- Education: < than high school = 1, high school = 2, some college = 3, college graduate = 4, post-graduate =5
- Income: < $25,000 = 1, $25,000 to $50,000 = 2, $50,000 to $80,000 = 3, $80,000 - $120,000 = 4,
Above $120,000 = 5
The survey is expected to include 30 questions and require 15 minutes to complete.
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Exhibit 2
Data Collection Matrix
Focus
Group
IQ #1

Probes
1.

How did you discover that your identity had been stolen?
a. How do you think that your identity was stolen?
b. What actions did you take once you found out that your identity had been
stolen?
c. Was any assistance offered to you by the cyber-breached company?

IQ #2

2. Do you blame anyone or any company for your identity theft?
a. Have you shopped or purchased goods from that company again?
b. What are your privacy expectations for a business that you want to shop
with?
c. How do you monitor your purchasing history or credit rating?

IQ #3

3. What factors do you rank highly in a company that you are loyal to?
a.

What are the top criteria influencing your decision to be loyal to a
company?
b. Do you get recommendations from family or friends?
c. Name some of the most trusted companies to do business with?
d. Do you talk about your experiences to others?

IQ #4

4. Have you changed your shopping behavior?
a. Do you buy from all the same companies as you did prior to the cyber
breach?
b. Do you pay for things the same way?
c. Do you provide your personal information when asked?
d. Do you read privacy policies?
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Exhibit 3
Interview Script
Section

Probes
Introduction Objectives: Warm up respondents, explain tasks, reassure and create comfortable
(10 min.) atmosphere, encourage involvement
 Thank respondents for participating; introduce self (interviewer) and purpose of
research
 Go over rules for the session – explain recording (videotape), confidentiality, not to
take calls on the mobile, make themselves feel at home/ get comfortable
 Review Goals – to understand how you feel about customer loyalty after identity theft.
There are no right or wrong answers, whatever you feel and the impressions you have.
 Explain that we want to encourage an open mind-set, start with asking respondents to
introduce themselves, what they do for a living, household composition, etc.
Section #2
(15 min.)

Goal: Establish a baseline relationship with the participants on the impacts of
credit card fraud.







Section #3
(15 min.)

How many times have you been a victim of credit card fraud in the last year?
How did you find out about the credit card fraud?
How did you feel once you found out about the credit card fraud?
Was it easy to get the fraudulent charges removed from your account?
Have you changed how you shop since you found out about the credit card fraud?
Who do you blame for the credit card fraud?

Goal: Identify participant awareness and responsiveness to cyber-breach
notifications.
 Has any organization ever notified you about a cyber-breach that involved your
personal information?
 Have you received a notification from the Internal Revenue Bureau that you have been
a victim of a cyber-breach?
 Have you received a notification from a Credit Bureau that you have been a victim of a
cyber-breach?
 Have you received a notification from a medical insurance company that you have
been a victim of a cyber-breach?
 How did you feel once you received any notification that you have become a victim of a
cyber-breach?
 Did you take any actions after receiving the notification?
 Do these notifications provide helpful recommendations on protecting your personal
information?
 How can these notifications be improved for provide assistance to you?

Section #4 Goal: Identity how identity theft has impacted their life.
(20 min.)  Since each of you is an identity theft victim, what challenges has it introduced to your
life?
 Was it difficult to remedy the impacts of the identity theft?
 How long did it take to resolve the consequences of the identity theft?
 Are there any consequences of the identity theft which have not yet been resolved?
Section #5 Goal: Identify blame attribution.
(20 min.)  Do you blame anyone for your identity theft?
 Do you know who to blame for your identity theft?
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Exhibit 3
Interview Script
Section

Probes
 Are you suspicious of another company because they are similar to the company that
you blame for your identity theft?
 Do you blame any company even though you are not positive that they were involved
in your identity theft?

Section #6
(20 min.)

Goal: Focus the mindset to a more positive tone. Identify customer loyalty
attributes.
 Name your top three companies that you are loyal to.
 Why do you feel loyal to them?
 Do they offer programs that make you feel special to them?
 Are you primarily loyal to the company because of the special incentives?
 If any of these top three companies notified you that you have become a cyber-breach
victim, would you still feel loyal to them?

Section #7
(10 min.)

Goal: Identify suggestions for new programs or tools to assist identity theft
victims.
 What new program or tool could be created to provide better assistance to identity
theft victims?
 If a company other than your three favorites offered you this special program or tool,
would you do business with this company?
 Should the government mandate special assistance programs to identity theft victims?

Wrap-up
(10 min.)

 Check with research observers for other questions.
 Remind participants that the $50 American Express gift card will be mailed to the
address that they provided in response to the recruitment email. The cards should
arrive within 10 – 14 days.
 Provide each participant with a card including the focus group date, reference code
and contact information if there are questions about the gift card.
 Thank each individual for their participation!

