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Abstract
Nowadays, information systems security is an important challenge for organizations
because there are many potential threats for their information systems assets.
Organizations usually use well-established and comprehensive security policies in order to
address these threats. However, using well-established security policies does not guarantee
the success of it. The most important factor for information systems security is the
compliance of employees with security policies because employees are weakest link in
security chain. This paper aims to conduct a review of different theories and research
models that investigate the employees’ compliance behavior. Review results show that
most of studies just focus on compliance intention and they do not study continuous and
actual compliance behavior. Review results also show that impact of many other factors
like culture and control variables on compliance behavior is not addressed in literature.
This paper proposes introduces gaps in literature and provides future guidelines for
security compliance research.

Introduction
Criminals usually try to attack IS assets through denial of service, fraud, web hacking and other attacks for
the personal, political or financial reasons purposes (Smith et al., 2010). So this motivates organizations
to utilize information security standards for assuring about there is assets security. In majority of the
government organizations employees are mandates to comply with the information security standards.
Smith et al. in their study investigate the mandated compliance in small, medium and large government
agencies with Canonical action research. They have used Clegg’s Circuits of power framework (Clegg,
1989) to understand power, resistance, norms and cultural relationships during the compliance. Smith et
al. show that government organizations should have a strategy based on organization Sub-units size in
order to mandate standard compliance (Smith et al., 2010). In addition insufficient resource allocation
and lack of senior management input prohibit mandated standard accreditation and cultural biases and
norms lead employees to resist with the security standard.
We can extract an important point from Smith et al. study that in government organizations, employees
who decide to comply with security standard or policy maybe because of cultural biases and norms can
discontinue to compliance.
Employees’ violation of the information security policies is a key problem in organizations (Ernst &
Young, 2008). The most important reason of this violation is the negligence or ignorance of IS security
policies in employees’ part (Stanton et al., 2005). For overcoming this problem use of sanctions that are
derived from deterrence theory are widely used by IS scholars (M. Siponen & A. vance, 2010)
(Kankanhalli, 2003) (Tudor J. K., 2000). These sanctions can be formal or informal. The informal
sanctions consist of specifying punishments or penalties for violators of security policies. Informal
sanctions are related to the social consequences of security policy violation. For instance if an employee
violates the security policy he or she would face with the disapproval of friends or co-workers. Several
studies indicate that using sanctions are useful for IS security policy compliance and sanctions decrease
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the policy violence (Straub D. W., 1990) (Kankanhalli, 2003). The important point in using sanctions is
that there should be a clear statement of penalties and punishments. In addition the severity of
punishments should be specified explicitly based on the factors such as the education level of employees.

Literature review
Siponen & Vance in their study mention that sanctions are not enough for ensuring about the security
compliance (M. Siponen & A. vance, 2010). Fear of sanctions cannot always interpret as a reason of
compliance. Employees may use neutralization techniques in order to comply with the ISSP (Piquero et
al., 2005) (Sykes, G., and Matza, D., 1957). Figure 1 illustrates the proposed model of Siponen and Vance.
This model integrates neutralization technics with sanctions.

Figure 1- Integration of sanctions and neutralization techniques (M. Siponen & A. vance, 2010)
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The explanations for each of neutralization techniques are given below:
Defense of necessity: This technique referrers to a situation that an employee violates the security policy
but after that he or she does not feel guilty because he or she believes that breaking the rule and policy
violation is necessary and there is no other choice (Piquero et al., 2005) (Minor W. W., 1981). For example
some of employees claim that the time is not enough for compliance in specific deadlines and they have to
violate or resist security policies.
Appeal to higher loyalties: In organizations some employees might justify the violation of the security
policy by arguing that he or she can get higher order or much value by policy violation. For instance in
competition with other employees and in competitive environment some employees violate the policy in
order to get his or her work done (Siponen M., and Iivari J., 2006).
Condemn the condemners: In this case an employee breaks the policy law and believes that the law is
unjust or unfair. For instance in an organization part that security consideration is higher than some
other parts, employees may think that security laws are unfair (Parker D. B., 1998).
Metaphor of the ledger: An employee may feel that he or she has done many good acts and after that he or
she has a right to do some bad acts (Piquero et al., 2005). It means that for instance in an organization an
employee has complied with security rules for several years but he or she believes that some policy
violation are justified and reasonable.
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Denial of injury: In this case an employee thinks that violation of some policies does not harm the
organizations and he or she can break some rules without damage to the company (M. Siponen & A.
vance, 2010) .
Denial of responsibility: Some employees justify the policy violation by arguing that the policy rules are
out of their control or responsibility. This means that they believe some rules are under responsibility of
other employees.
In the Siponen & Vance there is another construct as shame. This construct refers to a situation that
inhibits employees from violating the security policy. When friends or co-workers of an employee who has
violated the ISSP know about the violation, this causes the shame feeling in that employee (Eliason, S. L.
and Dodder R. A., 1999).
Regarding that fear of sanctions are not only indicators of ISSP, generally based on Siponen & Vance
model, It can be understood that neutralization techniques that are explained above alongside with the
shame are the main reasons or indicators of policy violation behavior in organizations.
Persuasive communication is one of the other effective methods for the security compliance within
organizations. Persuasive communication can affect employees’ attitudes, intentions and behavior
(Fishbein M. and Ajzen I., 1975). For instance organizations can use persuasive messages within them to
help to the compliance of end users and this can be effective in security trainings, awareness programs
and other communication materials (Warkentin & Johnston, 2010). These messages should contain some
kinds of threat because they should inform employees about the potential damage to organization and
employees in case of security policy violation. These elements of threat are known as fear appeals
(Warkentin & Johnston, 2010). Fear appeals should comprise factors that employees by using them can
be sure that can overcome the threats and do just as recommended manner. Figure 2 illustrates the
Warkentin & Johnston model that indicates threat, efficacy and social influence as determinants of
behavioral intention to comply with ISSP.

Figure 2- fear appeals and IS security compliance intention (Warkentin & Johnston, 2010)
Threat is divided in to two perceptions. When an individual becomes aware of potential threats, he or she
specifies a severity to that threat and on the other hand specifies a possibility degree to that threat (Witte
et al., 1996) (Witte, 1992). The efficacy is also divided in to two perceptions as efficacy of the pervasive
massage contents and the recommendations and the efficacy of the employee to act similar to the
recommendations. We can see that threat perceptions and can affect efficacy perceptions and
consequently efficacy perceptions can affect behavioral intention to security compliance. Social influence
which is the degree that an individual emphasizes the influential peoples conception about the outcome of
the policy violation, directly affects the intention to comply with ISSP.
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Another approach for investigating the employees’ behavior in security compliance field is considering
that their attitudes can affect the compliance intention (Bulgurcu et al., 2010). Beliefs about the results of
compliance can influence employees’ attitudes toward ISSP compliance. These beliefs can also be about
the benefits of ISSP compliance. For instance employee always evaluate the cost of compliance and noncompliance or outcomes of the compliance like job performance, safety and satisfaction or noncompliance outcomes like sanctions and vulnerabilities (Bulgurcu et al., 2010). On the other hand
persuasive messages that are mentioned earlier can be as a part of awareness program. Awareness which
generally contains different parts like training, can also affect the beliefs and attitudes of employees.
There is also another type of awareness such as awareness that is obtained from outside of the
organization or general awareness. Bulgurcu et al. in their study indicate that beliefs about outcomes
affect beliefs about overall assessment of consequences. They also mention that these beliefs influence the
attitude of employees and consequently the attitudes toward ISSP compliance alongside with normative
beliefs (social influence) and self-efficacy affect intention to comply with ISSP (Bulgurcu et al., 2010). On
the other hand information security awareness (ISA) directly affects the employees’ attitudes toward ISSP
compliance. Generally we can say that security awareness affects beliefs, beliefs affect attitudes and finally
attitudes affect intention to comply with ISSP.

Figure 3-beliefs, attitudes and ISSP compliance (Bulgurcu et al., 2010)
In some kind of organizations such as government organization that compliance with ISSP is mandated,
punishment is the key point in success of ISSP. It is important to know that the punishment should be
managed based on the several factors including justice and behavior of the employees (Y. Xue et al., 2011).
Furthermore there may be a difference between claimed punishment and actual punishment in
organizations. For instance in punishment statement there might be a claim that if an employee does a
certain act, he or she will be fired however if he or she actually does that certain act the organization does
not want to fire him or her. On the other hand as it is mentioned earlier employees justify punishments
for ISSP violation. If in their view punishments are reasonable the chance of compliance will increase. If
they believe that the punishments are not reasonable they would use a neutralization technique
(Condemn the Condemners) ISSP violation.
Over the several years, IS scholars have studied adoption behavior of IS/IT users and The TAM model is
widely used for this purpose and there are several integrations and extensions to this model. Xue et al. in
their study also have used TAM model in order to explain the ISSP compliance behavior. This model is the
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most similar with the proposed model of this study because it uses satisfaction construct to explore
compliance intention. However this model does not consider the continuous intention and it just focus on
initial compliance. In addition it has perceived ease of use construction that generally influences initial
intention. As you can see in figure 4 actual punishment constructs alongside with Perceived usefulness,
perceived ease of use and satisfaction directly affect intention.

Figure 4- Integrating TAM and Punishment constructs (Y. Xue et al., 2011)
One of the useful models for studying the security behavior of the employees is the protection motivation
theory. This model is extended form of the health related beliefs model in psychology filed and is
developed by Rogers (R. Rogers, 1983). PMT is a powerful model for understanding the fear appeals. It
means that PMT helps to investigation employees’ behaviors that are related to protecting themselves
from potential threats (CL. Anderson ,R. Agarwal , 2010). As we saw previously threat consists of two
conceptions namely as severity and susceptibility. Also there are two constructs those refer to the efficacy.
Combining the PMT and theory of planned behavior can be a good indicator of the compliance behavior
(Ifinedo P. , 2012). In addition this can also be the indicator of none compliance behavior that is different
aspect of security compliance.
Theory of planned behavior (TPB) like TAM is widely utilized by IS scholars in order to explore IS usage
behavior. TPB includes three parts including: attitudes, behavioral control and subjective norms (Ajzen,
1991). Attitudes refer to the feelings that might be positive or negative about the behavior. Behavioral
control describes user perception of difficulty of behavior and finally subjective norms explain the
perception of user about the other people’s feeling about the behavior. So this model also can be used in
field of security behavior. Obviously the behavioral control, attitudes and subjective norms Influence the
compliance intention and security behavior of the employees. Ifinedo in his study integrates the TPB and
PMT and shows that the constructs of these two models are strong indicators of the security behavior.
Figure 5 illustrates the TPB and PMT integration for studying ISSP compliance intention.
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Figure 5- TPB and PMT integration (Ifinedo P. , 2012)

16
A different prospective that we can consider in order to describe behavior of employees, is that
personalities play an important role in shaping behaviors. Indeed each of employees has special and
different personality and this causes to shape special attitudes and behaviors. So considering the
personalities is crucial for successful ISSP compliance. Beside personalities, organization culture strongly
affects employees’ behavior (Furnel & Rajendarn, 2012). For instance employees of an organization may
completely comply with the ISSP policy; however, in another organization that has a different culture
employees may violate the policies. So we should not neglect the prominent effect of organization culture
and personalities of employees.
An individual might have variety of interactions in his or her workplace including interaction with
managers, co-workers, colleagues and groups (Furnel & Rajendarn, 2012). Each of these factors can
influence security behavior of employees. For instance in different groups, various values or cultures may
exist. In addition an employee can have personal benefits or can consider group benefits. In figure 6 we
can see all of the stated factors as indicators of security behavior.

Figure 6- Security behavior indicators (Furnel & Rajendarn, 2012)
This model uses factors those are related to the workplaces and factors those related to the outside of
workplaces. All of this constructs influence the personality of employees. Consequently personalities affect
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factors that always don’t exist. It means that there might be a situation that an individual with same
attitudes and personality acts differently. Finally situational factors can be determinants of security
behavior.
Control elements are critical for determining behavior aspects. For understanding controls it is useful to
know formal and informal controls. As it is discussed earlier subjective norm or social influences can
directly affect intention of employees. These factors are the informal type of the controls (Cheng et al.,
2013). Social influence can be divided into two categories namely as social pressures and social bonds.
Social pressures refer to the influence of the co-workers or other influential people’s view on the
employees beliefs. Social bond is originated from social bond theory in criminology field (Hirschi T, 1969).
Based on the (Hirschi T, 1969) study people are most reluctant to comply with the rules of their groups.
So in ISSP context we can conclude that employees those have strong links with their groups can violate
ISSP due to the rules of groups. Furthermore based on this model we can conclude that employees that
have dependencies in their relationships with co-workers, managers and groups may have different type
of attitudes or intentions. Figure 7 shows the relationship of the all factors that are mentioned above.

Figure 7- Controls and violence intention (Cheng et al., 2013)
Figure 7 illustrates that all of the control factors including formal and informal can directly persuade
employees to violate ISSP.
Internet usage policies are the important part of ISSP because organizations might face with serious
attacks through internet. In this contest new elements such as identification and risk can play important
role in security behavior (Li et al., 2010).
Organizations should assess potential risks in internet usage and then they should utilize an appropriate
method for awareness of employees. By regarding the internet security risks, employees may consider
some benefits from violation of internet usage policies. So these benefits may overcome risks. In this case
employees believe that they can neglect risks for achieving benefits (Li et al., 2010).
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We can infer that organizations must explicitly analyze both of the risks and profits for the purpose of
investigating employees’ ISSP compliance behavior. Cost-benefit analysis can help organizations to assess
potential risks and benefits of the internet usage. Furthermore risks include both of potential threats of
the internet usage and detection or sanction threats. It means that violating acts of the policy may have
detection or sanction consequences. Figure 8 depicts the relationships among risks, benefits, personal
norms and intention.

Figure 8- Risks, controls and control variables (Li et al., 2010)
This model is proposed for internet security compliance and we can see that personal norms alongside
with the risks, benefits and control variables directly affect intention to comply with internet use policy. In
addition sanctions and detection risks can be affected by personal norms and (Li et al., 2010). This also
confirms the importance of cost benefit analysis in order to analyze risks and benefits.
Exploring the behavior of the employees is very complex. There are several studies and research works
those have described the security behavior and intention from different views. This is because of
complexity of the human behavior and variety of human behavior perspectives is still a mystery. This
study has stated several conceptual models and factors that investigate the ISSP compliance intention
however; there are also other important factors like habit.
Every employee has special habits. Habits include routine and repetitive behaviors. These behaviors are
usually constant in a remarkable period of time and they can influence other behavior. So habits can be
good indicators of ISSP violation or compliance behavior (Vance et al., 2012).For instance assume that an
employee has a habit of password changing frequently. Thus this employee can easily comply with the
password security policy. In addition habits can influence perception of employees about threats or
efficacies. For example if an employee breaks the policy rules repeatedly and this becomes a habit for him
or her, the threat severity or fear appeal will decrease subsequently. The following figure illustrates a
model proposed by Vance et al. for describing the effect of habit in ISSP compliance.
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Figure 9- Habit and ISSP Compliance (Vance et al., 2012)
Habit influences all constructs of PMT model including threat appraisals and coping appraisals. Control
variables directly influence ISSP compliance intention.
Among the different studies in compliance behavior field, some have used general framework for studying
the employees’ intention. These frameworks consist of majority of constructs that were used in previous
studies. For instance Ifinedo has proposed a conceptual model that includes several other theories and
models such as TPB, SBT and SCT (Ifinedo P. , 2014). He also has added control variables such as job
tenure or position in to previous control variables. Figure 10 shows the integration of three models in
order to explore ISSP compliance intention.

Figure 10-SBT, TPB and SCT integration (Ifinedo P. , 2014)
SCT or social cognitive theory states that individuals usually have a specific conception about their
development (A. Bandura, 1997). Individuals always consider the degree which they can control events
that can directly or indirectly affect their behavior (Ifinedo P. , 2014). The SBT and TPB are explained
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previously in this study. Bandura’s model indicates that constructs of SBT influence the constructs of TPB.
Furthermore constructs of SCT and TPB directly influence the intention to comply. Deterrence or control
variables also affect the ISSP compliance. This model gives a multi-perspective frame work with several
constructs that helps to better understanding of security behavior but some other important constructs
like habit, personality and risks are missing. Actually integrating all of the related theories and models is
not possible and makes the research so complex.
Aurigemma & Panko in their study of security behavior propose a composite framework for a
comprehensive exploring of ISSP compliance (Aurigemma & Panko, 2012). Figure 11 illustrates this
framework that integrates several conceptual theories in order to a multi-perspective study.

Figure 11- Composite framework for compliance study (Aurigemma & Panko, 2012)
This framework contains constructs of TPB, deterrence, PMT, fear appeals and habit. In addition
Aurigemma & Panko have considered the TPB as base model and they have expanded it with constructs
that are proposed in ISSP compliance field. So determinants of intention to comply with ISSP are the
main constructs of the TPB model. As you can see subjective norms, behavioral control and attitude
directly affect the compliance intention. Organization commitment also directly influences the intention.
Regarding this framework it can be concluded that the constructs of TPB are the main determinants of
compliance intention and other constructs indirectly influence the intention. However according to the
other theories that are mentioned in this study control variables, habit, risks, benefits and other
constructs also can directly influence the intention. So there are various studies investigating the different
aspects of the employees’ behavior and each of them is not absolute and depends on the context of the
study.
Organizational power absolutely has a certain relationship with the IS compliance behavior ( Kolkowska &
Dhillon, 2013). Based on the Hardy’s theory organizational power has different facets including resources,
meanings, process and systems (Hardy, 1996). Describing the relationship of the organizational power
and ISSP compliance from these dimensions can help to better understanding the employee’s behavior.
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Resources: Every employee may have a specific control on the creation resources of the organization. So
the degree of control can influence the behavior of the employees ( Kolkowska & Dhillon, 2013). Alongside
with the control of resources there might be punishments, sanctions or rewards from the managers’ side
in order to control this authority.
Process: Business process within the organization allocates some responsibilities or power for different
employees. So maintaining the position and power originated from the processes are important for
employees. So this can affect their security behavior because they know that violation of the ISSP may
endanger their positions and power.
Meaning: Organizations usually have a hierarchy of the power within them. So indoctrinating the power
hierarchies and responsibilities should be appropriate. Different symbols, languages or icons can be used
for this purpose ( Kolkowska & Dhillon, 2013). These icons or languages make different meanings and by
them, changing the norms and values can be shown legitimate and desirable ( Kolkowska & Dhillon,
2013). We can use this process to explain the violation or compliance behavior of the employees.
System: This dimension of power is related to the previous three dimensions and without them cannot
exist. System power is critical for the decision making process in organization through the whole
organization. It certainly influences the behavior of employees because it can motivate or inhibit the
employees to comply with the ISSP.

Discussion and conclusion
From the different power perspectives we can investigate violation or compliance behavior of the
employees. For example if an employee has not control authority of some IS assets, he or she may be
reluctant to comply with policies that are related to those assets. Contrarily, an employee who has control
authority of some IS assets, may has some responsibilities that persuades him or her to be more
compliant with ISSP. Regarding the process perspective an employee who has responsibilities related to
the specific processes may be more reluctant to the ISSP compliance. On the other hand power can
persuade employees to violate ISSP for several reasons including competitions and getting more
privileges. It means that power could influence both of the compliance or violation intention.
There are also other facets of security behavior that can be valuable indicators of ISSP compliance.
Because of the complexity of the human behavior variety of factors can deal with the behaviors and affect
them. Guo has proposed a framework of security related behaviors (K. H. Guo, 2013). In this framework
several possible behaviors related to the security are listed.

Table 1- Security related behaviors (K. H. Guo, 2013)
Security compliant behavior and other behaviors are explained in table 1. All of these behaviors can
influence each other. Furthermore each of these security behaviors has its own characteristics. Compliant
behavior can be intentional or unintentional. For instance an employee may deliberately violate the ISSP
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for different purposes. On the other hand an employee may be unaware when he or she violates the ISSP.
Another characteristic of the compliant behavior is that in some cases a specific action should be done for
ISSP compliance. However in some other cases if an employee does not do any action he or she is in line
with the ISSP (K. H. Guo, 2013).
Overview of the ISSP compliance research can show that several studies try to study
And explain the intention to comply with ISSP. They have used different conceptual theories and models
to investigate several aspects of compliance behavior. Some of them have integrated various models for a
multi-perspective study.
Among these research works those which have used IS adoption theories are very important for this study
because the goal of this study is to pursue the ISSP compliance behavior by utilizing a post adoption
theory. Indeed there is no conceptual model or theory explaining the continuous intention to comply with
the ISSP and it is necessary to fill this gap in IS research.
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